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From: Bill Gates

Sent: Wednesday, November 04, 1998 11:03 AM
To: Bob Herbold

Cc: Steve Ballmer

Subject: FW: Open Source Software & Linux

The two documents in here from Vinod are the cnes | want the board to see.

—Orniginal Messape—

From: \inod Valloppillil (Exchange)

Sent: Wadnasday, November 04, 1968 11:01 AM

To: Bil Gates; Eric Rudder

Subject: FW: Qpen Source Software & Limux

here you go.

-w—~Original Message—-

From: Vinod Vallopolllil (Exchange)

Sent: Tusaday, August 11, 1608 706 PM

To: Bik Gates: Steve Ballmer; Paul Maritz; Jim Alichin (Exchange); Jeff Rakes; Rick Rashid; Nathan Myhrvokd; Craig Mundie; Bob Muglia

(Exchange); Jim Alichin's Direct Reports; Brad Chase; Brad Chase's Direct Reports, Rich Tong; Moshe Dunie; Moshe Dunie's Direct
Reports; David Vaskeviich; Tod Nislsen

Ce: Vinod Valloppilil (Exchange); Josh Cohen

Subject: Opan Source Software & Linunc

= Microsoft Confidential *™**

I've authored a pair of documents analyzing Open Source Software {0S8) and the Linux Operating System. Because
these topics challenge many of our assumptions about the economics of software, competition, and development
techniques, these docs are a top-to-bottom immersion in their lingo and processes.

Recently, Open Source Software (0SS$) has gamered significant attention from developers, customers, trade and
nationai media who herald it as a new form of software development and as an altemative to the "demons" of
commercial software. The deep interdependence of today's OSS projects and the internet in many ways makes 0SS the
first "intemet-native” development system.

Executive Summary:

Open Source Software (OSS) is a developmen process which promotes rapid creation and deployment of
incremental features and bug fixes into an existing code / knowledge base. In recent years, corresponding to the
growth of Internet, OSS projects have acquired the depth & complexity traditionally associated with commercial
projects such as Operating Systems and mission crilical servers.

Consequently, OSS poses a direct, short-term revenue and piatform threat to Microsoft - particularly in the server
space. Additionally, the intrinsic parallelism and free idea exchange in OSS has benefils that are not replicable with
our current licensing model and therefore present a long term developer mindshare threat.

0

oss.doc (244 KB)

The most widely recognized and significant OSS project is the Linux Operating System. The second document, co-
authored with Josh Cohen, analyzes Linux and its strategic impact on Windows.
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Executive Sumimary:

The Linux OS Is the highest visibility product of the Open Source Sofiware (OSS) process. Linux represenis a
best-of-breed UNIX, thal is trusted in mission critical applications, and - due to it's open scurce code - is more
long term credibie than other competitive 08S's.

Linux pases a significant near-term revenue threat 1o Windows NT Server in the commodity file, print and
network services businesses. Linux's emphasis on serving the hacker and UNIX community alieviates the near-
medium term potential for damage to the Windows client desktop.

D)

linux.doc (481 KB)

Both docs contain some initial ideas which are a starting point for discussing a well-formulated, cohesive response to this
phenomena. OSS presents Microsof not only with a new threat but also a new opportunity to reach the next, wider
circle of developers & enrich the Windows platform and applications.

- VinodV
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A (New?) Detiflopment Methodology

FExecutive Summary

Open Source Software (OSS) is a development process which promotes rapid creation and deployment of
incremental features and tug fixes in an existing code / knowledge base. In recent years, corresponding :
to the growth of Internet, OSS projects have acquired the depth & complexity traditionally asscciated with
commercial projects such as Operating Systems and mission ¢ritical servers.

Consequently, ()35 poses a direct, short-term revenue and platform threat 4o Microsoft — particularly in
server space. Additionaily, the intrinsic paralielism and free idea exchange in OS3 has benefits that are
not replicable with our current licensing model and therefoce present a long term developer mindshare
threat.

However, other OSS process weaknesses provide an avenue for Microsott to garner advantage mn key
feature areas such as architectural improvements (e.g. storage-+), integration (.g. schemas), ease-of-use,
and organizational support.

Open Source Software

What is it?

Open Source Software (OSS) is softwere in which both source and binarics are distributed or accessble
for a given product, usually for free. OSS is often mistaken for “shareware” or “freeware™ bul there are
significant differcnces between these licensing models and the process around cach product.

Microsoft Confidential — Page 3
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Software Licensing Taxonomy
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The broad categories of licensing include:
o  Commmercial ssftware
Commorcial software is classic Microsoft bread-and-butter. It must be purchased, may
NOT be redistributed, and is typically only evailable as binaries to end users.
« Limited trial software

Microsoft Confidential -- Page 4
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Limited triai software are usually fanctionally limited versions of comumercial software
which are freely distributed and intend to drive purchase of the commercial code.
Fxamples inchude 60-day time bombed evaluation products.
e  Shareware
Shareware products are fully functional and freely redystributable but have a license that
mandates eventua] purchase by both individuals and corporations. Many internet
utilities (Jike "WmZip"~) take advantage of shareware as a digtribution method.
e Non-commercial use
Non-commercial use software is freely available and redistributable by non-profit
making entities. Corporations, etc. must purchase the product. An example of this
would be Netscape Navigator.
« Royalty free binaries
Royalty-froe binarics consist of software which may be frocly used and distributed in
binary form only. Internet Explorer and NetMeeting binarics fit this model.
e Reyalty free Horaries
Royalty-fice libraries are software products whose binaries and source code are freely
used and distributed but may NOT be modified by the end customer without vielating
the license. Exumples of this include class libraries, header files, eic.
s  Open Source (BSD-styk)
A small. closed team of developers develops BSD-style open source products & allows
free use and redistribution of binaries and code. While users are allowed to modify the
code, the development team does NOT typically take “check-ins” from the public.
e Open Source (Apache-style)
Apache takes the BSD-style open source model and extends it by allowing check-ins to
the core codehase by external parties.
a  Open Source (CopyLeft, Linux-style)
CopyLeft or GPL (General Public License) based software takes the Open Source license
one critical step farther. Whereas BSD and Apache styie software permits users to
“fork” the codebase and apply their own license terms to their modified code (e.g. make i
it commercial), the GPL license requires that all derivative works in turn must also be
GPL code. “You are free to haok this code es long as your derivative is also hackable”
Open Source Software is Significant to Microsoft
This paper focuses on Open Source Software {085). O5S is acutely different from the other forms of 3
Jicensing (in particular “shareware™) in two very important respects:
1. There nlways exisis an avenue for completely royaliy-free purchase of the core code
base
2. Unlike freely distributed binarics, Open Scurce encourages a process around a core
cod base and encourages exiensions to the codebase by other developers.
0SS is a concern o Microsoft for several reasons:
1. OSS projects have achivved “commercial quality” 4
A key barrier 1o entry for O8S in many customer environments has been its perceived
lack of quality. OSS advocates contend that the greater code inspection & debugging in
0SS software results in higher quality code than commercial software.
Recent case studies (the [nternet) provide very dramatic evidence in customer’s eyes that
commercial quality can be achieved / exceeded by OSS projects. At this time, however
there is no strong evidence of (0SS code quality aside from anecdotal.
2. 0SS projects have berome large-scale & complex
Another barrier to entry that has been tackled by O8S is project complexaty. OBS tearns
are undertaking projects whose uze & complexity had heretofore been the exclusive
domain of commercial, aconomically-orgamzed/motivated development teams.
Examples include the Limnx Operating System and Xfree86 GUIL
0SS process vitality is directly tied to the Internet to provide distributed development
resources on & mammoth scale. Some examples of OSS project size:

Microsoft Confidential — Page 5
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Project Lines of Code
Lioux Kernet (x86 only) 500,000
Apache Web Server 80,000
SendMail 57,000
Xfree86 X-windows server 1.5 Million.
“K™ desktop envircnment 90,000

Full Linux distribution ~10 Million

3. OSS bas a unique development process with unique strengths/weakmesses

The 0SS process is unique in its participants’ motivations and the resources that can be
brought to bare down on problems. OSS, therefore, has some inleresting, non-replicabls
assets which should be thoroughly understood,

History

Open source software has roots mn the hobbyist and the scientific community and was typified by ad hoc

exchange of source code by developersfusers

Internet Software

The largest case study of OSS 18 the Internet. Most of the earliest code on the Internet was, and 1s iill

based on OSS as described in an interview with Tim O"Reilly

(http: /fwww.techweb.com/internet/profile/toreilly/interview ):
TIM O'REILLY: The biggest message that we started out with was, "open source
saftware works.” ... BIND has absolutely dominant market share as the single most
mission-critical piece of software on the Internet Apache is the dominant Web server.
SendMail runs probably eighty percent of the mail servers and probably touches every
single piece of e-mail on the Internet

Free Software Foundation / GNU Project

Credit for the first instance of modern, organized O33 is generally given to Richard Stallman of MIT. In

late 1983, Stallman created ihe Free Software Foundation ('SF) - hitp:/fwww.gnu simitsdw/Gsfs html -

- with the goal of creating a free version of the UNIX operating system. The FSF released a series of

sources and binaries under the GNU moniker (which recursively stands for “Gnu’s Not Unix™).

The original FSF / GNU initiatives fell short of their original goal of creating a completely OSS Unix1.

They did, however, contribute several famous and widely disserninated applications and programming

tools used today including:
¢ GNU Emacs - originally a powerful character-mode text editor. over time Emacs

was enhanced to provide & front-end to compilers, masl readers, eto.

* GNU C Compiler (GCC) - GCC is the most widely used compiler in academia &
the O3S worid. In addition to the compiler a fairly standardized set of intermediate
libraries are available as a superset to the ANSI C libearies.

¢ GNU GhostScript - Postscript printer/viewer.

CopyLeft Licensing

FOE/GNU software introduced the “copyleft” licensing scheme that not only made it illegal to hide source
code from GNU software but also made it illegal to hide the source from work derived from GNU
software. The document that described this iicense is known as the Genersl Public License (GPL).

Wired magazine has the following summary of this scheme & its intent

itp:/fwww. wired, com/wired/5.08/linux. him|1):

The general public ticense. or GPL, allows users 1o sell, copy, and change capylefied

progroms - which can also be copyrighted - but you must pass alony the sume freedom

1o seil or copy vour medifications and change them firther. You must also make the

source code of your modifications freely available.

1 FSF failed bocanac:
+  Stallman was ofica accosed of Micro-Management
«  Stallman required that all code in GNU be GPL'd whoroas Linux was willing to live with the LGPL (describud
haker)
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The sscond cl — open source code of denvative works — has been the most controversial (and,
potentiaily thehnost successful) aspect of Copyl.efl licensing. '
Open Scurce Proce:

Commerciel sofiware development processes are hallmarked by arganizahon arcund economic goals.
However, since meney is often not the (primary) motivation behind Open Scurce Software, understanding
the nature of the threat posed requires a deep understanding of the process and motivation of Open Source
development teams
In other wards, to understand how to compete against OSS, we must target a process rather than a
company.
Open Source Development Teams
Some of the key attributes of Internet-driven OSS teams:
*  Geographically far-flung. Some of the key developers of Linux, for example, are
uniformly distributed across Europe, the US, and Asia.
*  Large set of contributors with a smaller set of corc individuals. Linux, once again, has
had over 1000 people submit patches, bug fixes, etc. and has had over 200 individuals
directly contritate code to the kernel.
¢ Not monetarily motivated (in the short run). These individuals are more like hobbyists
spending (heir free time / energy on OSS project development while muintaining vthes
full time jobe. This has begun to change somewhat as commercial versions of the Linux
OS have appeared.
088 Development Coordination
Communication — Internet Scale
Coordination of an OS8 team is extremely dependent on Internet-native forms of collaboration. Typical
methods employed run the full gamut of the Internet’s collaborative technologies:

s Email hsts

+  Nowsgroups

¢  24x 7 monitoring by international subscribers

s  Websites
O3S projects the size of Limux and Apache are only viable if a large enough community of highly skiiled
developers can be amassed Lo attack s problem. Consequenily, there is direct correlation between the size
of the project that OSS can tackle and the growth of the Internet.
Common Direction
In addition to the communications medium, another set of factars implicitly coordinate the direction of the
leam.
Common Goals
Common goals are the equivalent of vision statements which permeate the distributed decision making for
the entire development team. A single, clear directive (e.g. “recreate UNIX™) is far more efficiently
commumecated and acted upen by a group than multiple, intangible ones (e g. “meke a good operating

system’™”).
Common Precedents
Precedence is potentially the most important fagtor in explaining the rapid and cohesive growth of

massive OSS projects such as the Linux Operating System. Because the entire Linux community has
years of shared experience dealing with many other forms of UNIX, they are easily able to discern —in a
non-confrontational manner — what werked and what didn’t.
There weren't arguments about the command syntax to use in the text editor — everyone already used “wni”
and the developers simply parcetled out chunks of the scommind namespace to develop.
Having historical, 20:20 hindsight provides a strong, implicit strueture. In more farward looking
organizations, this structure is provided by swong, visionary leadership.
Common Skillsets
NatDre points out that the nced for 8 commonly accepted skillset as a pre-requisite for OSS development.
This point 15 closely related to the commeon precedents phenomena. From lus email:

A kev attribute ... is the common UNIX/gnu/make skillset that OSS taps into and

Microsoft Confidential — Page 7
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reinforces. I think the whole process wouldn't work if the barrier to entry were much
higher than itis .. a modesily skilled UNIX programmer can grow inle doing great
things with Linux and many OSS products2. Put another way -- it's not too hard for &
developer in the OSS space to scratch their itch, because things build very similarly to
one another, debug similarly, etc.
Whereas precedents identify the end goal, the common skillsets attribute deseribes the number of people
who are versed in the process necessary to reach that end.
The Cathedral and the Razaar
A very influential paper by an open source software advocate — Eric Raymond — was first published in
May 1997 (hitp:/fwww.redhat.com/redhat/cathedral-bazaar/). Raymond’s paper was expressly cited by
(then) Netscape CTO Eric Hahn as a motivation for their decision to release browser source code.
Raymond dissected his OSS project in order to derive rules-of-thumb which could be exploited by other
0SS projects in the future. Some of Raymond’s rules include:
Every good work of software starts by scratching a developer's personal itch
This summarizes one of the core motivations of developers in the OSS process — solving
an immediate problem at hand faced by an individual developer — this has atlowed 0SS
to evolve complex projects without constant feedback from a marketing / support
orgenization.
Good programmers know what to write. Great ones know what to rewrite (and reuse).
Raymond posits that developers are more likely o reuse code in a rigorous open source
process Lhan in a more traditional development environment because they are slways
guaranteed access to the entire source all the time.
Widely available cpen source reduces search costs for finding & particular code snippet.
"Plan to throw ene away; you will, anyhow."
Quoting Fred Brooks, **The Mythical Man-Month", Chapter 11. Because development
teams in OSS are often extremely far Tung, many major subcomponents in Linux had
several mitial prototypes followed hy the selection and refinement of a single design by
Linus
Treating your users a3 co-developers i3 your least-hassle route to rapid code improvement and effective
debugging
Raymond advocates strong documentation and significant developer support for 0838
projects in order to maxinmze their benefits
Code documentation is cited as an area which commercial developers typically neglect
which would be a fatal mistake in OSS.
Release early. Release often. And listen fo vour customers.
This is a classic play out of the Microsoft handbook. OSS advocates will note, howover,
that their release-feadback cycle is potentially an order of magnitude faster than
commercial software’s.
Given a large cnough beta-tester and co-developer basc, almost every problem will be characterized
quickly and the fix obvious to someone.
This is probably the heart of Raymond’s msight into the OSS process.  He paraphrased
this rule as “debugging is parallelizable”. More in depth analysis follows.
Parallel Development
Once a componentd framework has been established (e.g key API’s & structures defined), OSS projects
such as Linux ubilize multiple small tzamns of individuals independently solving particular problems.
Because the developers are typically hobbyists, the ability to “fund’ multiple, competing efforts is not an
1ssue and the OSS process benefits from the ability to pick the best potential implementation out of the

2 A great acoount of a win32 developer who “discovered”™ the Linmx world clearty describes his “feeling”
as he “grew” into becoming a better OSS developer: hitp://www. canews com/features/08 98fview html. I
liked this article hecause, unlike the religious zealotry on other (OSS web pages, this account is very
factual and metered.

3 By “component” 1"m referring to source code modules / functions rather than binary components m the
COM sense.

Microsoft Confidential — Page 8

MS-CC-MDL 000000601713
HIGHLY CONFIDENTIAL




Open Source fftware — 08/01/03; 4:19 PM

Note, that thisls very dependent on:

1 A large group of individnals willing to submit code

* A strong, implicit componentization framewark (which, in the case of Linux was
inherited from UNIX architecture).

Parailel Debugging

The core argument advanced by Eric Raymond is that unlike other aspects of software development, code

debugging is an activity whose efficiency improves nearly linearly with the number of individuals tasked

with the project. There are little/no managemeni or coordination eosts associated with debugging a piece

of open source code — this is the key ‘break’ in Brooks® laws for O8S.

Raymond includes Linus Torvald’s description of the Linux debugging process:

My original formulation was that every problem **will be transparent to somebody". Linus demurred that

the person who understands and fixes the problem is not necessarily or even usually the person who first

characterizes it. ** Somebody finds the problem,” he says, **and somebody else understands it. And I'l] go

on record as saying that finding it is the bigger challenge.” But the point i3 that both things tend to happen

quickly

Pul altemately:

“"Debugging 13 parallelizable”. Jeff [Dutky <dutky@wam . umd. edir>] observes thel although debugging
requires debuggers Lo communicate with some coordinating developer, il doeso't require significanl
coordination between debuggers. Thus it doesn't fall prey 1o the same quadratic complexity and
management costs that make adding developers problematic.

One advantage of parallel debugging is thet bugs and their fixes are found / propagated
much faster than in traditional processes. For example, when the TearDrop TP attack was
first posted to the web, less than 24 hours passed before the Linux commumity had 8 werking
fix available for download.

“Impulse Debugging”

An extension to parallel debugging that I'll add to Raymond’s hypothesis is “impulsive debugging”. In
the case of the Linux O8S, implicit to the act of instelling the OS is the act of installing the
debugging/developmeni enviromnent. Consequently, it’s highly likely that if a particular user/developer
comes across a bug in ancther individual’s component — and especially if that bug is “shallow” — that user
can very quickly patch the code and, via internet collaboration technologies, propagate that patch very
quickly back to the code raintainer.

Put another way, OSS processes have a very low entry berrier to the debugging process due to the common
development/debugging methodelogy derived from the GNU toals.

Caonflict resclution

Any large scale development process will encounter conflicts which must be resolved.  Often resolution is
an arbitrary decision tn order to further progress the project. In cormmercial teams, the corporate
hierarchy + performance revicw structure solves this problem — How do O3S teams resolve them?

In the case of Linux, Linus Torvalds is the undisputed ‘leader” of the project. He's delegated large
components (e.g networking, device drivers, etc.) to several of his trusted “lieutenants’ who further de-
facto delegate to a handful of “area™ owners {e.g. LAN drivers).

Oxher organizations are described by Eric Raymond:

(http: //earthspace. net/~esz/writings/homesteading/homesteading-1.5. html):

Some very large projects discard the “benevolent dictator' model entirely. One way to do this is turn the
co-developers into a voting committee (83 with Apache) Another is rotating dictatorship, in which control
is occasionally passed from one member to another within a circle of senior co-developers (the Perl
developers organize themselves this way).

Motivation
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This section provides an overview of sane of the key reasons OSS developers seek to contritate to O8S
Projects.
Solving the Problem at Hand
This is basically a rephrasing of Raymond’s first rule of thumb — “Every good work of software starts by
scratching a developer s personal itch™.
Many O3S projects — such as Apache — started as a small team of developers setting out to solve an
immediate probiemn at hand. Subsequent improvements of the code often stem from individuals applying
the code to their awn scenarios (2.g. discovering that there is no device driver for a particular NIC, eic )
Education
The Linux kemnel grew out of an educational progect at the University of Helsinki. Similarly, many of the
components of Linux / GNU systemn (X windows GUI, shell utilities, chistering, networking, efc.) were
extended by mdividuals at educational 1nstitutions,
s In the Far East, for example, Linux is reportedly growing faster than internet
connectivity — due primarily to educational adoption.
Universities are same of the original proponents of CSS as a icaching tool.
Research/teaching projects on top of Limux are casily ‘disseminated’ due to the wide
avalability of Linux source. In parlicular, this often means (hat new reseurch ideas are
first implemented and available on Linux before they are available / incorporated into
other platforms.
Epo Gratification
The most ethereal, and perhaps most profound motivation presented by the 0SS development community
is pure ego gratification.
In *“The Cathedral and the Bazaar™, Enc 8. Raymond cites.
The *"utility function” Linux hackers are maximizing is not classically economic, but 15
the intangyble of therr own ego satisfacthon and reputation among other hackers.
And, of course, “you aren’t a hacker until someone ¢lse calls you hacker”

Homesteading on the Noosphere
A second paper published by Raymond — “Homesteading on the Noosphere™
(hitp://sagan earthspace.net/~esriwntings'homesteadingy), discusses the difference between economically
motivated exchange (e.g. commercial software developrment for money) and “gift exchange™ (e.g. OSS for
glory).
“Homesteading” is acquiring property by being the first to ‘discover” it or by being the most recent to
make a significant contribution to it. The “Noosphere™ is loosely defined as the “space of all work™.
Therefore, Raymond posits, the O3S hacker motivation isto lay a claim to the largest area in the body of
wurk. In other words, take credit for the biggest picce of the prize.
From “Homesteading on the Nocsphere™:
Abundanee makes command relationships difficult to sustain and exchange
relationships an almost peintless game. In gift cultures, social status is determined pot
by what you control but by what you give away

For examined in this way, it is quite clear that the society of open-source hackers is in fact a gift culture.
Within 1, there is no serious shortage of the “survival necessities’ — disk space, network bandwidth,
computing power. Software is freely shared. This abundance creates a situation in which the only
available measure of competitive success is reputation among one's peers.

More succinctly (btip://www techweb. com/internet/profile/eraymond/interview):
SIMS: o the scarcity that you looked for was the scarcity of attention and reward?
RAYMOND: That’s exactly eorrect.

Altruism

This is a controversial motivation and I’m inclined to believe that at some level, Altruism ‘degenerates’
into 2 form of the Ego Gratification argurnent advanced by Raymond.
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of an intcrnet-scale development team - is the risk of code-forking.

Code forking occurs when over normal push-and-pull of a development progect, multiple, inconsistent
versions of the project’s code bese evelve.

In the commercial world, for example, the strong, singular management of the Windows NT codebase is
considered to be one of it’s greatest advantages over the “forked® codebase found in commereial UNIX
implementations (SCO, Solaris, IRIX, HP-UX, etc.).

Forking in O88 — BS1) Unix

Within O88 space, BSD Unix is the best example ot'forked code. The oniginal BSD UNIX was an
attempt by U-Cal Berkeley to create a royalty-free version of the UNIX operating system for teaching
purposes. However, Berkeley put severe restrictions on non-academic uses of the codebase.

In order to create a fully free version of BSD UNIX, an ad hoo (but closed) team of developers created
FreeBSD. Other developers at odds with the FreeBSD team for one reason or another splintered the OS
to create other variations (OpenBSD, NetBSD, BSDI).

There arc two dominant factors which led to the forking of the BSD tree:

*  Not everyone can contribute to the BSD codebase. This limits the size of the
effective “Noosphere™ and creates the potential for someone else to credibly claim
that their forked code will become more dominant than the core BSD code.

s  Unlike GPL, BSD’s license places no restrictions on derivative code. Therefore, if
you think your modifications are cool enough, you are free to fork the code, charge
money for it, change its name, etc.

Both of these motivations create a situation where developers may try 1o force a fork in the code and
collect royallies {(monetary, or ego) at the expense of the collective BS society.
(Lack of) Forking in Linux
In contrast to the BSD example, the Linux kernel code base hasn’t forked. Some of the reasons why the
integrity of the Linux codebase has been maintained include:

s  Universally accepted leadership

Linus Torvalds is a celebrity in the Linux world and his decisions are considered final.

By contrast, a similar celebrity leader did NOT exist for the BSID-derived efforts.

Linus is considered by the dovelopment team to be a feir, well-reasoned code manager

and his reputat:on within the Limmx community is quite strong. However, Linus doesn’t

get involved in every decision. Ofien, sub groups resolve their - often large - differences
amongst themselves and prevent code forking,.
¢ Open membership & long term contribution potential.

In contrast to BSD's closed membership, anyone can contribute to Linux and your

“status™ — and therefore ability t» *homeslead’ a bigger prece of Linux — 1s based on the

size of your previous contributions.

Indirectly this presents a further disincenlive to code forking. Thete is almost no

credible mechanism by which the forked, minocity code base will be able 1o maintain the

rate of innovation of the primary Linux codebase.

* GPL licensing eliminates economic motivations tor code forking
Because derivatives of Linux MUST be available through some free avenue, it lowers the
long term econommue gain for a rmonty party with a torked Linux tree.

& Forking the codebase also forks the “Noosphere™

Ego motivations push OSS developers to plant the biggest stake in the biggest

Noosphere. Forking the code base inevitahly shrinks the space of accomplishment for

any subsequent developers to the new code tree.

Open Source Strengths
What are the core strengths of OSS products that Microsoft needs to be concerned with?

0SS Exponential Attributes
Like our Operating System business, OSS ecosystems have several exponential attributes:
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«  OSS processes are growing with the Internet
The single biggesi constraint faced by any OSS projeci is finding enough developers
interested in contributing their time towards the project. As an enabler, the Internet was
absolulely necessary to bring together enough people for an Operating System scale
project. More importantly, the growth engine for these projects 1s the growth in the
Internet’s reach, Improvements in collaboration technologies directly lubricate the OSS
engine
Put another way, the growth of the Internet will make existing OSS projects higger and
will make OSS projects in “amalier” software categories become viable.
+ OSS processes are “winner-take-all”
Like commercial software, the most viable single OSS project in many categories will,
in the long run, kill competitive OSS projects and “acquire’ their IQQ assets. For
example, Linux is killing BSD Unix and has absorbed most of its core idens (as well as
ideas in the commercial UNIX¢s). This feature confers huge first mover advantages to a
partioular project
=« Developers seek to contribute (o the largest OSS platform
The larger the OS8 project, the greater the prestige associated with contributing a large,
high quality component o its Noosphere. This phenomena contribules back to the
“winner-take-all” nature of the OSS process in a given segment.
« Larger OSS projects solve mere “problems at hand”
The larger the project, the mare development/test/debugging the code receives. The
more debugging, the more people who deploy it.
Long-term credibility
Binaries may die but source code lives forever
One of the most interesting implications of viable OSS ecosystems is long-term credibility.
Long-Term Credibility Defined
Long term credibility exists if there is no way you can be driven out of business in the near term. This
forces change in how competitors deal with vou
For example, Airbus [ndustries garnered initial long term credibility from explicit government support.
Consequently, when bidding for an airline contract, Boeing would be more likely to accept short-term,
non-economic returns when bidding against Lockheed than when hidding against Arrbus,
Looscly applied to the vernacular of the software industry, a product/process is long-term credible if FUD
tactics can not be used to combat it.
083 is Long-Term Credible
088 systems arc considered credibie because the souree code is available from potentially millions of
places and individhmlis.
The likelihood that Apache will cease to exist is orders of magnitudes lower than the likelihood that
WordPerfect, for example, wiil disappear. The disappearance of Apache is not tied to the disappearance
of binaries (which are affected by purchasing shifts, etc.) but rather to the disappearance of source code
and the knowlzdge base.
Inversely stated, customers know that Apache will be around 5 years from now -- provided there exists
some minimal susiained interested from its user/development cormumity.
One Apache customer, in discussing his rationale for running his e-commerce site on OSS stated,
“because it's open source, I can assign one or twoe developers 10 il and maintin it mysell indelinitely 4
Lack of Code-Forking Compounds Long-Term Credibility
The GPL and its aversion to code forking reassures customers that they aren’t riding an evolutionary
*dead-end’ by subscribing to a particular commercial version of Linux.
The “evolutionary dead-end” is the core of the softwere FUD argument.

4 Dwight Krogsa pointed it in the early days of NT 3.1, some large customers asked to keep a copy of
NT source code in exchange for long term contracts as a sunilar credibility guarantee.

Also, note that the second order, and larger, effect of the open source isn’t that this developer can
maintain the codebase indefinitely but rather, that as long as there are at least two developers somewhere
on the net, the code can be indefinitely maintained
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fing
Linux and oty OSS advocates are making a progressively more credible argument that OSS software is
at least as robiigt — if not more - than commercial alternatives.  The Intermet provides an ideal, high-
visihility showcase for the OSS world.
In parucular, larger, more savvy, orgamzations who rely on OSE for business operations (¢.g. ISPs) are
comforted by the fact that they can potentially fix a work-stopping bug independent of a commercial
provider’s schedule (for example, UUNET was able to obtain, compile, and apply the teardrop attack
patch to their deployed Linux boxes within 24 hours of the first public attack)
Parallel Development
Alternatively stated, “developer resources are essentially free in O85”. Because the pool of potential
developers is massive, it 13 economically viable to simultansoualy investigate multiple solutions / versions
to a problem and chose the best solution in the end.
For example, the Linux TCP/IP stack was probebly rewritten 3 times. Assembly code components in
particular have been continuously hand tuned and refined.
88 = ‘perfect’ APl evangelization / documentation
088’s AFI evangelization / developer education is basically providing the developer with the underlying
code. Whereas cvangelization of API’s in a closed source madel basically defaults to trust, O88 API
evangelization lets the developer make up his own nuind.
NatBro and Ckindel point out a split in developer capabilitics here,.  Whereas the “enthusiast developer™
is comforted by OSS evangelization, novice/intermediate developers —the bulk of the development
community - prefer the trust model + organizational credibility (e.g. “Mivrosoll says API X looks this
way”)
Release rate
Strongly componentized OSS projects are able to release subcomponents as soon as the developer has
finished his code. Consequently, OSS projects rev quickly & frequently.
Open Source Weaknesses
The weaknesses in (O8S projects fall mto 3 pronary buckets:
» Management costs
¢ Process [ssues
¢ Organizational Credibility
Management Costs
The biggest roadblock for OSS projects is dealing with exponential growth of management costs as a
project is scaled up in terms of rate of innovation and size. This implies a limit to the rate at which an
OS3 project can innovate.
Starting an O8S project is difficult
From Enic Raymond.
It's fairly clear that one cannct code from the ground up in bazaer style. One can test,
debug and improve in bazaar style, but it would be very hard to originate a project in
bazaar mode. Linus didn't try il T didn't either. Your nascent developer community
needs to have something nmnable and testable to play with.

Raymond ‘s argument can be extended to the difficulty in starting/sustaiming & project if there are no clear

precedent / goal {or too many goals) for the project.

Bazaar Credibrlity

Obviously, there are far more fragments of source code on the Internet than there are OSS communtties.

‘What separates “dead source code” from a thriving bazaar?

One article (http/Awww.mibsoftware . com/bazdev/0003.htm) provides the following credibilify criteria:
"....thinking in terms of a hard minimum number of participants is misleading.
Fetchmail and Timx have huge numbers of beta testers *now*, but they obviously both
had very few at the beginning,
What both projects did have was a handful of enthusiasts and a plausible promise. The
promise was partly technical (this code will be wonderful with a little effort) and
sociological (if you join cur gang, you'll have as much fun as we're having). So what's
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necessary for a bezaar to develop is that it be credible that the full-blown bazaar will
exist!”
T"11 posit that some of the key criteria that must exist for a hazaar to be credible include:

o Large Future Noosphere — The project must be cool encugh that the intellectual reward
adequately compensates for the time invested by developers. The ]inux ()5 excels in
this respect.

e  Scratch a big itch — The praject must be important / deployable by & large audience of
developers. The Apache web server provides an excellent example here.

¢  Solve the right amount of the problem first — Solving toc much of the problem
relegates the OSS development community to the role of testers.  Solving ioo little
before going O3S reduces “plausible promise™ and doesn’t provide a strong enough
component framework to efficiently coordinate work.

Post-Parity Development
When describing this problem to JimAll, he provided the perfect analogy of “chasing tail lights”. The
easiest way to get coordinated behavior from a large, serm-organized mob is to point them at a known
target5 Having the taillights provides concretencss fo a fuzzy vision. In such sitnations, having a
taillight (o follow is a proxy for having strong central leadership,
Of course, once this implicit organizing principle is no longer available (ence a project has achieved
“parily” witk the slate-oi-{he-art), the level of munagement necessary (o push towards new fronliers
becomes massive.
This is possibly the single most interesting hurdle to face the Linux community now that they've achieved
parity with the state of the art in UNIX in many respects.

Un-sexy work
Another interesting thing to observe in the near future of OSS is how well the team is able to tackle the
“unsexy” work necessary to bring a commercial grade product to life.
In the operating systems space, this includes small, essential functicns such as power management,
suspend/resume, management infrastructure, Ul niceties, deep Unicode support, ete.
For Apache, this may mean novice-administrator fonctionahity such es wizards.
Integrative/Architectural work
Integrative work across modules is the biggest cost encountered by OS5 feams. An email memo from
Nathan Myrhvold on 5/98, points out that of all the aspects of software development, integration work 1s
most subject to Brooks® laws.
Up till now, Linux has greatly benefited from the integration / componentization model pushed by
previous UNIX's.  Additionally, the orpanization of Apachc was simplified by the relatively simple, fault
tolerant specifications of the IITTP protocol and UNIX server application design.
Future innovations which require changes 10 the core archilecture / inlegration model are going fo be
incredibly hard for the OS5 team to absotb because it simultanecusly devalues their precedents and
gkillsets.
Process Issues
These are weaknesses intrinsic to O33’s design/feedback methodology
Ierative Cost
One of the key’s to the 0SS process is having many more iterations than commercial software (Linux was
known to rev it’s kernel more than once a day!). However, commercial customers tell us they want fewer
Tevs, not more.

“Non-expert” Feedback
‘The Linux OS is not developed for end users but rather, for other backers. Similarly, the Apache web
server 1s implicitly targetted at the largest, most savvy site operators, not the departmental intranet server
The key thread here is that because OSS doesn’t have an explicit marketing / customer feedback
component, wishlists — and consequently feature developrent — are dominated by the most technically
BAYVY Users.
One thing that development groups at MSFT have learned time and time again is that ease of use, Ul
intuitiveness, etc. must be built from the ground up into a product and can not be pasted on at a later time.

5 Micresoft development teams often function this way.
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Linux space, §&gMNet in Apache space) will have on the feedback cycle.
OrganizationffiCredibility
How can OSS provide the service that consixners expect from software providers?
Support Model
Product support is typically the first issue prospective consumers of OSS packages worry about and is the
primary feature that commercial redistributors tout.
However, the vast majority of (SS projects are supported by the developers of the respective components.
Scaling this support infrastructure to the level expected in commercial products will be a significant
challenge. There are many orders of magnitude difference between users and developers in [1S vs.
Apache.
For the short-medium run, this factor alone will relegate OSS produets to the top tiers of the user
conmmmunity.
Strategic Futures
A very sublime problem which witl affect full scale consumer adoption of OSS projects is the lack of
strategic direction in the O3S development cyole. While incremental improvement of the current bag of
features in an OSS product is very credible, fiture features have no organizational commitment to
guarantee their development.
‘What does it mean for the Linux community o “sign up” to help build the Corporate Digital Nervous
System? How can Linux guarantee backward compatihility with apps written to previous API’s? Who do
you sue if' the next version of Linux breaks some conunitment? How does Limux make & strategic atliance
with some other entity?
Open Source Business Models
In the last 2 vears, OSS has taken another twist with the emergence of companes that sell OSS software,
and more importantly, hiring full-tine developers to improve the code base, What's the business model
that justifies these salaries?
Tn many cases, the answers to these questions are similar to “why should T subrmit my protocol/app/AFT to
a standards body?”
Secondary Services
The vendor of OSS-ware provides sales, support, and integration to the customer. Effectively, this
transforms the (OSS-ware vendor from a package goods manufacturer into a services provider.
Loss Leader -- Market Entry
The Loss Leader 085 business model can be used for two purposes:

« Jumpstarting an infant market

s Breaking into an existing market with entrenched, closed-source players
Many OSS startups — particularty those in Operating Systems space -- view finding the development of
088 products as a strategic loss leader against Microsoft.
Linwx distributors, such as RedHat, Caldera, and others, are expressly willing to fund full time developers
who release all their work to the OSS cammunity. By simultaneously funding these efforts, Red Hat and
Caldcra are implicitly colluding and believe they’Hl make more short term revenue by growing the Linux
market rather than directly competing with cach other.
An indirect example 15 O'Reilly & Associates employment of Larry Wall — “leader”™ and full time
developer of PERL. The #1 publisher of PERL reference books, of course is O'Reilly & Associates.
For the short run, especially as the OSS project is at the sleepest part of it's growth curve, such
investments generate positive ROL  T.onger term, ROT motivations may steer these developers towards
making proprictary extensions rather than releasing OSS.
Commoditizing IDownstream Suppliers
This is very closely related to the loss leader business model However, instead of trying to get marginal
service returns by massively growing the market, these businesses increase returns in their part of the
value chain by commoditizing downstream suppliers.
The best examples of this currently are the thin server vendors such as Whistle Communications, and
Cobalt Micro who are actively funding developers in SAMBA snd Limx respectrvely.
Both Whistle and Cobalt generate their revenue on hardware volume. Consequently, funding OSS
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enables them 10 avoid today’s PC market where a “tax™ must be paid to the OS vendor (NT Server retail
price is $800 whereus Coball’s target MSRP is around $1000).

The earliest Apache developers were employed by cash-strapped ISPs and ICPs.

Another, mere recent example is IBM's deal with Apache. By declaring the HTTP server a commodity,
IBM hopes 1o concentrate returns in the more technically arcane application services 1t bundles with 1it's
Apache distribution (as well as hope to reach Apache’s tremendous market share).

First Mover — Buiki Now, $$ Later

One of the exponential qualities of 0SS — siccessfin] OSS projects swallow less successful ones in their
space — implies a pre-emption tusiness model where by investing directly in OSS today, they can pre-empt
{ eliminate competitive projects later — especially if the project requires APl evangelization. This s
tantamount fo seizing a first mover advantage in OSS.

In addition, the developer scale, iteration rate, and reliability advantages of the OSS process are a blessing
to small startups who typically can’t afford a large in—house development staff.

Examples of startups in this space include SendMail.com (making a commercially supported version of
the sendmail mail transfer agent) and C2Net (makes commercial and encrypted Apache)
Notice, that no case of a successful startup eriginating an 0SS project has been observed. In both of
these cases, the 0SS projoct existed before tho startup was formed.

Sun Micresystem’ s has recently announced that its “JINI” project will be provided via a form of OSS and
may represent an application of the pre-emption doctrine.

Linmx

The next several sections analyze the most prominent OSS projects including Linux, Apache, and now,
Netscape™s OSS browser.

A second memo titled “Linux OS Competitive Analysis™ provides an in-depth review of the Linux OS5,
Here, 1 provide a top-level summary of my findings in Linux.

What is it?

Linux {(pronounced “T.¥YNN-ucks™) is the #1 market share Open Source OS on the Internet.  Linux is
derives strongly from the 25+ years of lessons leamed on the TINIX operating system.

Top-l.evel Features:
e Multi-user / Multi-threaded (kernel & user)
e Mult-platform (x86, Alpha, MIPS, PowerPC, SPARC, eic.)
e Protected 32-bit memory space for apps; Virtual Memory support (64-bit in
development)
SMP (Intel & Sun CPU’s)
Supporls multiple file systems (FAT16, FAT32, NTPS, Ex(2FS)
¢ High performance networking
® NFS/SMRITPX/Appletalk networking
& Fastest stack in Unix vs Unix perf tests
¢ Disk Management
&  Striping, mirroring, FAT16, FAT32, NTF3
& XfreeB6 GUI

Linux 18 & real, credible O8 + Development process
Like other Open Source Software (OSS) products, the real key to Linux isn’t the static version of the
product but rather the process around il. This process lends credibility and an air of future-safeness ©
customer Limx investments,
* Trusted in mission criticial envirenments. Linux has been deployed in mission
critical, conunercial environments with an excellent pool of public testimonials.
¢ Linux = Best of Breed UNIX. Linux outperforms many other UNIX’s in most major
performance category (networking, disk 1O, process ofx switch, ete.).  To grow ther
featurehase, 1.inux has also liberally stolen features of other UNLX’s (shell features, file
systems, graphics, CPU ports)
s  Only Unix OS to gain market share. Linux is on track to eventually own the x86
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UNIX and has been the ouly UNI{ version to gain net Server OS market share in recent
years, 1 ‘e that Linux — moreso than NT — will be the biggest threat to SCO in the near future

{ Linux's process iterates VERY fast. For example, the T.imx equivalent of the
TransmitFile() APT went from idea 1o final implementation in about 2 weeks time.

Linux is a short/medium-term threat in servers

The primary threat Microsofl faces from Linux is against NT Server.

Linux’s future strength against NT server (and other {N[Xes) is fed by several key factors:

e Linux uses commodity PC hardware and, due t0 OS modularity, can be rim on smaller
systems than NT. Linux is frequently used for services such as DNS nummng on old
486’s i back dosats.

e Due toit’s UNIX heritage, Linux represents a lower switching cost for some
organizations than NT

s UNIX's peresived Scalcability, Interopability, Availability, and Manageability (STAM)
advantages over NT.

e Linux can win as long as services / protocols are commodities

Linux is unlikely to be a threat on the desktop
Linux is unlikely to be a threat in the medium-long term on the desktop for several reasons:

+  Poor end-wser apps & focus. (88 development process are far better at solving
individual component issues than they are at solving integrative scenarios such as end-
to-end ease of use.

e Switching costs for deskiep installed hase. Switching desktops is herd and a
challenger must be able to prove a significant margmal advantage. Linux’s process 1s
more focused on second-mover advantages (e.g. copying what’s been proven to work)
and is therefore unlikely to provide the first-mover advantage necessary to provide

» UNIX heritage will slow enczoachment. Ease of use must be engineared from the
ground up. Linux’s hacker arientation will nover provide the ease-of-use requirements
of (he average desktop user.

Beating Linux
In addition to the attacking the general weaknesses of OSS projects (e.g. Integrative / Architeciural costs),
some specific attacks on Linux are:

o Beat UNIX
All the standard product issues for NT vs. Sun apply to Linux.

Fold extended fimctionality into commodity protocols / services and create new protocols
Linux’s homebase is currently commodity network and server infrastructure. By
folding extended functionality (e.g. Storage+ in file systems, DAV/POD for networking)
into today’s commodity services, we raise the bar & change the rules of the garne.
Netscape
In an attempt to renew it’ s credibility in the browser space, Metscape has recently released and is
attempting to create an OS8 community around it’s Mozilla source code.
Organization & Llcensing
Netscape’s organization and licensing model is loosely based on the Linux commumty & GPL with a few
differences. First, Mozilla and Netscape Communicator are 2 codebases with Netscape’s engineers
providing synchronization.
e Mozilla = the 088, freely distributable browser
¢ Netscape Communicator = Branded, slightly modified (e.g. bomepage default is set
10 home. netscape com)) version of Mozilla.
Unlike the ful]l GPL., Netscape reserves the final right to reject / force modifications into the Mozilla
codebase and Netscape’s engineers are the appointed “Area Directors” of large components (for now).
Strengths
Capitalize on Anti-MSFT Sentiment in the 0SS Community
Relative to other OSS projects, Mozilla is considered to be one of the most direct, near-term attacks on the
Microsoft establishment.  This factor alone 1s prohably a key galvanizing factor m motivating developers
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towards the Mozilla codebase.

New credibility
The availability of Mozilla source code has renewsxd Netscape’s credibility in the browser
space to a small degree. As BharatS points out in htip://ie/specs/Mozilla/default htm:

“They have guaranteed by releasing their code that they will never disappear from the
horizon entirely in the manner that Wordstar has disappeared. Mozilla browsers will
survive well into the next 10 years even if (he user base does shnink. “

Scratch a g rtich
The browser is wadely used / disseminated. Comsequently, the pocl of people who may be willing to solve
“an immediate problem at hand” andfor fix a bug may be quite high.

Weaknesses

Post parity development

Mogzilla is already at close to parity with IE4/5. Consequently, there no strong example to chase to help
unplicitly coordinate the development tcam.

Netscape has assigned some of their top developers towards the full time task of managing the Mozilla
codcbase and it will be interesting to sec how this helps (if at all) the ability of Mozilla to push on new

ground,
Small Noosphere
An interesting weakness is the size of the remaining “Noosphere”™ for the OSS browser.
1. The stand-alone browser is basically finished.
There are no longer any large, high-profile segments of the stand-alone browser which
must be developed  In otherwords, Netscape has already solved the interesting 80% of
the problem.  There is little / no ego gratification in debugging / fixing the remaining
20% of Netscape’s code.
2. Netscape’s commercial interests shrink the effect of Noosphere contributions.
Linus Torvalds’ management of the L.inux codebase is arguably directed towards the
goal of ereating the best Linux. Netscape, by contrast, expressly reserves the right to
make code management decisions on the basiz of Netscape’s commercial / business
interests. Instead of creating an important product, the developer’s code is being
subjugated to Netscape's stock price.
Integration Cost

Potentially the single biggest detriment to the Mozilla effort is the level of integration that customers
expect from features in a browser.  As stated earlier, integration development / testing is NOT a
parallelizable activity and therefore is huyt by the OSS process.
In particular, much of the new work for TES+ is not just integrating components within the browser tut
continuing intcgration within the OS. This will be exceptionally painful to compote aga inst.
Predictions
The contention therefore, is that unlike the Apache and Linux projects which, for now, are quile
successful, Netscape’s Mozilla effort will:

& Produce the dominant browser on Linux and some UNIX s

 Conlinve to slip behind IE in the long run
Keeping in mind that the source code was only released a short time ago (April "98), there is already
evidence of waning interest in Mozilla. EXTREMELY unscientific evidence is found in the decline in
mailing list volume on Morilla mailing lists from April to June.

Mogzilla Mailing List April 1998 June 1998 % decline
Feature Wishlist 1073 450 58%
UI Development 285 76 73%
General Discussion 1862 687 63%

Internal mirrors of the Mozilla mailing lists can be found an http:/egg. Microsoft. com/wilmadlists
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Apache

History

Paraphrased http:/www.apache.org/ ABOUT_APACHE.himl
In February of 1995, the most popalar server software on the Web was the public
domain HITP daemon developed by NCSA, University of Illmois, Urbana-Champaign.
However, development of that htipd had stalled afier mid-1994, and many webmasters
had developed their own extensions and bug fixes that were in need of a conmon
distribation A small group of these webmasters, contacted via private e-mail, gathered
together for the purpose of coordinating their changes (in the form of "patches™). By the
end of kebruary 95, eight core contributors tormed the foundation of the original
Apache Group. In April 1995, Apache 0.6.2 was released.

During May-June 1995, a new server architecture (code-named Shambhala) was
developed which included a modular structure and AP for beiter extensibility, pool-
based memory allocation, and an adaptive pre-forking process model. The group
switched to this new server base in July and added the features from 0.7.x, resulting 1n
Apache 0.8.8 (and its brethren) in August.

Less than a year after the group was formed, the Apache server passed NCSA's httpd as
the #1 server on the Internet.

Organization

The Apache development team consists of about 19 core members plus hundreds of web site
administrators arcund the world who've submitted a bug report / patch of one form or another. Apache’s
bug data can be found at: hitp./ugs apache orgfindex.

A description of the code management and dispute resolution procedures followed by the Apache leam are
found on hitp://worw.apache org:

Leadership:
There is a core group of contributors {informally called the "core™) which wes formed
from the project founders and is augmentad from time to time when core members
nominate cutstanding contributors and the rest of the core members agree.

Dispute resolution.
Changes to the code are proposed on the mailing list and usually voted on by active
members -- three +1 (yes votes) and no -1 (no votes, ar vetoes) are needed to commit a
code change during & release cyole

Strengths

Market Share!

Apache far and away has #1 web site share on the Internet today6. Possession of the lion’s share of the
market provides extremely powerful control over the market’ s evolution.
In particular, Apache’s market share in web sarver space presents the following competitive hurdles:
+« Lowest common denominator HT TP protocol — slows our ability to extend the protocol
to support new applications
* Breathe more life into UNTX — Where Apache goes, Unix must follow.
3" Party Support
The number of tools / modules / plug-ins available for Apache has been growing at an increasing rate.
Weaknesses
Performance
In the short nm, IIS soundly beats Apache on SPECweb. Moving further, as IIS moves into kernel and

6 As anyone in the II8 team will quickly note, however, there is a large difference between “site” and
“server” since multiple sites may be run on & single server.  Gapix points out that Apache only serves
~2% of all web page “hits”
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takes advantage deeper integration with the NT, this lead is expected to increase farther,
Apache, by conlrast, is saddled with the requirement (o create portable code for all of its OS
environments.

HTTP Protocol Complexity & Application serviees

Part of the reason that Apache was able to get a foothold and take off was because the HTTP protocol 15 50
simple. As more and more features become layered om top of the humble web server (e.g. multi-server
transaction support, POD, ete.) 1t wil] be interesting to see how the Apache team will be able to keep up.
ASP support, for example is a key driver for TIS n corporate intranets

IBM & Apache

Recently, [BM announced it’s support for the Apache codebase in its WebSphere application server. The
actual result of the presa furor 1s still unclear bowever:

¢ TBM still ships and supports both Apache and Dommo’s GO web server

¢ IBM's commitment appears to be:

e Helping Apache port to strategic IBM pletforms (AS/400, etc.)
e Redistributing Apache binaries to custowners who request Apache support
«  Support for Apache binaries (only if they were purchased through IBM?)
e IBM has developers actively participating in Apache development / discussion groups.
e IBM is taking a lead role in optimizing Apache for NT
Other OSS Projects
Some other OSS projects:

*  Gimp - http:/faww.gimp.org — Gimp (GNU Image Manipulation Program) is an 0SS
project to create an Adobe Photoshop clone for Unix workstations. Feature-wise,
however, their version 1.0 projeet is more akin to PaintBrush,

e WINE / WABI - http:/fwww.wine.org — Wine (Wine Is Not an Emulator) is an 088
windows emulation library for UNIX. Wine competes (somewhat) with Sun’s WABI
project which is non-0SS. Older versions of Office, for example, are able to run in
WINE although performance remains to be evaluated.

» PERL - hitp://www.perl.org — PERL (Practical Evaluation and Reporting Language) is
the defacto standard scripting language for all Apache web servers. PERL ia very
popular on UNIX in particular due to its powerful text/string manipulation and UNIX's
reliance on command line administration of all functionality.

e  BIND - http:/fwww.bind arg — BIND {Berkeley Internet Name Daemon) is the de facto
DINS server for the Internet. In many respects, DNS was developed on top of BIND.

*  Sendmafl - hitp:/Avorw. sendmail crg — Sendmail is the #1 share mail transfer agent on
the Internet today.

e  Squid - http:/fwww.squid. org — Squid is an O8S Proxy server based on the ICP
protocol. Squid is somewhat popular with large international ISPs although it’s
performanoce is lacking,

e SAMBA - http://Awww.sambe.org — SAMBA provides an SMB file server for UNIX
Recently, the SAMBA teamn has manaped to reverse engineer and develop an NT
domain controller for UNIX as well. SGI employs one of the SAMBA leads.
hitp: //www.sonic.net/~roelofs/reporis/linux-19980714-phg html: “Byv the end of the
year ... Samba will be able to completely replace all primary NT Server funciions.”

« KDE - hitp//www .kde.org — “K” Desktop Environment. Combines integrated
browser, shell, and office suite for Unix desktops. Check out the screen shots at:
http-ffwaww, kde. org/kscreenshots htmi and hitp:/fwww. kde org/kofficefindex htm].

e« Majordonw - the dominant mail list server cn the Intemet is writtenentirely in PERT.
via 0SS,

Microsoft Response

In general, o lot more thought/discussion needs to put into Microsoft’s response to the OS8 phenomena.
The goal of this document is education and analysis of the OSS process, consequently in this section, |
present only a very superficial list of options and conoerns.
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Produ:t Vulnshbilitics
i fi most likely to feel (he “pinch™ of OSS prujects in the near future?

The server is more vulnerable to OSS products than the client. Reasons for this include:

¢ Clients “task switch” mare sften — the average client desktop is used for a wider
variety of apps than the server. Consequently, integration, ease-of-use, fit & finish, ete.
are key attributes

*  Servers are mere fask specific — OSS products work best if goals/precedents are
clearly defined — e.g. serving up commeodity protocols

+ Comunodity servers are a lower “commitment” than clients — Replacing commodity
servers such as file, pnnt, mail-relay, etc. with open source alternatives doesn’t mterfere
with the end-uscr’s experience.  Also, in these commodity scrvices, a “throw-away”
“experimental” solution will often by entertained by an orgarzation.

*  Servers are professionnlly mumuged — This plays into OS8’s sirengths in
¢ustomization and mitigates weaknesses in lack of end-user ease of use focus.7

Capluring 038 benefits - Developer Mindshare

The ability of the OSS process to collect and harness the callective 1Q of thousands of individuals across
the Internet is simply amazing. More importantly, OSS evangelization scales with the size of the Internet
much faster than our own evangelization efforts appear to scale.

How can Microsoft capture some of the rabid developer mindshare being focused on OSS3 preducts?

Some initial ideas include:

s  Capture parallel debugging benefits via breader code licensing — Be more liberal in
handing out source code licenses to NT to organizations such as universilies and certam
partners.

e Provide entry level tools for low cost / free - The second order effect of tools is to
generate a common skillset / vocabulary tacitly leveraged by developers As NatBro
points out, the wide availability of a consmstent developer toolsct in Linux/UNIX is a
critical means of implicitly coordinating the system.

e  Put out parts of the seurce code — try to generate hacker interest in adding value to
MS-sponsored code bases. Parts of the TCP/IP stack could be a first candidate. OshM
points oul, however that the challenge is lo find some part of M3's codebase with a big
enough Noosphere to generate interest.

e  Provide more extensibility -- The Linux “enthusiast developer™ loves writing to /
understanding undocumented API's and internals. Docurnenting / publishing some
internal APT's as “unsupported” may be & means of generaling external innovations that
leverage our systems investments. In particular, ensuring that more compoenents from
more teams are seriptable / automatable will help ensure that power users can play with
our components.

s Creating Commmnity/Nossphere. MSDN reaches an extremely large population.
How can we create social structures that provide network benefits leveraging this huge
developer base? For example, what if we had a central VB showoase on Microsoft.com
which allowed VB developers to post & published full source of their VB projects to
share wath other VB developers? 1’1l contend that many VB developers would get
extreme ogo gratification out of having their name / code downloadable from
Microsoft.com.

s Mounitor OSS news groups.  Lesrn new ideas and hire the best/brightest individuals.

Capturing 088 benefits — Microsoft Internal Processes

What can Microsofl learn from {he OSS example? More specifically: How can we recreate the OSS
development environment internally? Different reviewers of this paper have consistently pomted out that
internally, we should view Microsoft as an idealized OSS commumnity but, for various reasons do not:

7 George Spix points out that in the long run, the structure of the IT department will become more like the
end-user computing: “There are only 14,000 profit making companies m the US with over 50K employees
and the number is declining Commodity IT is here. What applies to the client applies to the server.”
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+ Different development “medes”. Setting up an NT buikl/deveiopment environment is
extrernely complex & wildly different from the environment used by the Office team.

« Different tools / source code managers. Same teams use SLM, other use VSS
Different bug databases. Different build processes.

e  No central repositery/code access. There is no central set of servers to find, install,
review the code from projects outside your immediate scope. Even simply providing a
central repository for debug symbols would be a huge improvement. NatBro:

“a developer at Microsoft working on the OS can’t scratch an itch they’ve got with
Excel, neither can the Excel developer seratch their itch with the OS — it would take
them months to figure out how to build & debug & install, and they probably couldn’t
gel proper spurce access anyway”

« Wide developer commmmication. Mailing lists dealing with particular components &
bug reports are usually closed to team members,

e  More component robusiness. Linux and other OSS projects make it easy for
developers o expermment with amall components in the system without introducing
regressions in other components: DavidDs:

“People have to work on their parts independent of the rest so internal abstractions
between components are well documented and well exposed/exported as well as being
more robust because they have no idea how they are going to be called. The linux
development system has evolved into allowing more devs to party on it without cansing
huge mumbers of integration 15sues because robustness is present at every level. Thisis
great, long term, for overall stability and it shows.”

The trick of course, is to capture these benefits without incurring the costs of the OSS process These
costs are typically the reasons such barriers were erected in the first place:
+ Integration. A full-time developer on a component has a lot of work to do already
before trying to analyze & integrate fixes from other developers within the company.
e lierative costs & dependencies. The potentiai for mimi-code forks between “scratched’
versions of the OS being used by one Excel developer and “core” OS used by a different
Excel developer.
Extending O8S beneiils -- Service Infrastrocture
Supporting a platform & development community requires a lot of service infrastructure which OSS can’t
provide. This includes PDC’s, MSDN, ADCU, ISVs, THVs, eto.
The OSS communities “MSDN" equivalent, of course, is a loose confederation of web sites with API docs
of varying quality. MS has an opportunty lo really exploil the web for developer evangelization.
Blunting S8 attacks
Generally, Microsoft wins by attacking the core weaknesses of OSS projects.
De-commoditize protocols & applications
(85 projects have been able to gain a foothold in many server applications because of the wide utility of
highly commoditized, simple protocols. By extending these protocols and developing new protocols, we
can deny OSS projects entry into the market.
David Stutz makes a very good point: in competing with Microsoft’s leve] of desktop integration,
“commodity protocols actally becorme the means of integration™ for OSS projects. There is a large
amount of IQ being expended in various IETF working groups which are quickly creating the
architectural model for integration for these OSS projeots.
Some examples of Microsoft initiatives which are extending commodity protocols include:
+ DNS integration with Directory. Leveraging the Directory Service to add valuc to
DNS via dynamic updates, security, authentication
+ HTTP-DAV. DAV is complex and the protocol spec provides an infinite level of
implementation complexity for various applications (e.g. the design for Exchange over
DAV iy good but certainly not [he single obvious design). Apache will be hard pressed
to pick and choose the correct first areas of DAV to implement.
s  Structured storage. Changes the rules of the game in the file serving space (a key
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e application). Creates a compelling client-side advantage which can be extended to the

i MSMQ far Distributed Applications. MSMQ is a great example of a distributed
technology where most of the value is in the services and implementation and NOT in
the wire protacol. The same is true for MTS, DTC, and COM+.

Make Integration Compelling — Especially ca the server

The rise of specialty servers is a particularly potent and dire long term threat that directly affects our

revenue streams. One of the keys to combating this threat is to create integrative scenarios that are

valuable on the server platform. David Stutz points out:
The bottom line here is whoever has the best network-oriented integration technologics
and processes will win the comsmodity server business. There is a convergence of
embedded systems, mobile connectivity, and pervasive networking protocols that will
make the number of servers (especially "specialist servers”??) explode. The general-
purpose commodity client is 8 good busincss to be in - will it be dwarfed by the special-
purpose commodity server business?

¢  System Management. Systcms management functionality potentially touches all
aspects of & product / platform. Consequenily, it is not sumething which is easily
grafied onto an existing codebase in a componentized manner. It must be designed
from the start or be the result of a conscious re-evaluation of all components in & given
project.

o Ease of Use Like management, this often must be designed from the ground up and
consequently incurs large development management cost. 55 projects will
congistently have problems matching this feature area
Solve Scenarios. ZAW, dial up networking, wizards, etc.

Client Integration. How can we leverage the client base to provide similar integration
Tequirements on our sarvers? For example, MSMQ), us a picce of middleware, requires
closcly synchronized client and server codebascs.
Middlcwarc control is eritical. Obviously, as servers and their protocols risk
commeoditization higher order functionality is necessary to preserve margins in the
server S business.

Organizationnt Credibilily

s Release / Scrvice pack process. By consolidating and managing the arduous task of
keeping up with the latest fixes, Microsoft provides a key customer advantage over basic
OS5 processes.

s  Loeng-Term Commitments. Via tools such as enterprise agreements, long term
research, executive kevnotes, etc., Microsoft is able to commit to a long term vision and
create a greater sense of long term order than an O8S process.

Other Interesting Links

«  htip:/f/www lwn.net/ — summarizes the weeks events in Linux development world.
+  Slashdot — http://slashdot.org/ — daily news / diseassion in the 0SS community
& http:/fwww.linux.o1g
+  hitip:/fiwww.opensource.org
* htip://news. freshmeat.net/ -- info on (he lalest open source refeases & project updates
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Linux Operating System

The Next Java VIM?

Executive Summary

The Linux OS is the highest visibility product of the Open Source Software (OSS) process.
Linux represents a best-of-breed UNILX, that is trusted in mission critical applications, and -
due to it's open source code — has a long term credibility which exceeds many other
competitive OS's.

Limox poses a significamt nearterm revenue threat to Windows NT Server in the
commeodity file, print and network services businesses. Linux's emphasis on serving the
hacker and UNIX community alieviates the near-medium term potential for damage to the
Windows client desktop.

In the worst case, Linux provides a mechanism for server OEMs to provide integrated,
task-specific products and completely bypassing Microsoft revenues in this space.

[This document assumes that the reader has read the “Open Source Software” doc first
Many of the ideas / assertions hero ars derived from the previous doc and many ofher
appiicable Open Source arguments are nol repeated here for brevity ]

Linux History

Linux (pronounced "LYNN-ucks™) is the #1 market share Open Source OS on the Intemet.
Linux derives strongly from the 25+ years of lessons from the UNIX operating system.

Top-Level Features:
Multi-user / Multi-threaded (kemel & user)
Multi-platform (86, Alpha, MIPS, PowerPC, SPARC, etc.), source compatibiity
Protected 32-b# memory space for apps; Virtual Memory support;
64-bit support {platform dependerit)
SMP (Intel & Sun CPU's)
Supports mudtiple file systems (FAT18, FAT32, NTFS, various UNIX)
High performance networking
*  NFS/SMB/IPX/Appletalk networking
e [astest stack in Unix vs. Unix performance tests
s Disk Management

* Siriping, mirroring, RAID 0,1,5
s Xfree86 GUI
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History
An excellent piece on the history of the Linux Operation system is provided by Wired

Magazine at http/Aww.wired.commwired/5.08Minwpc.html. I've paraphrased some of the
key poinis below.

Linux was original the brainchild of Linus Torvalds, an undergraduate student at the
University of Heisinki. In addition 10 a 80386-based kemel, Linus wrote keyboard and
screen drivers to allach to PC hardware and provided this code under GNU's Public
License on an FTP site in the strmmer of 1981.

After hosting his work on the FTP site, he announced it's availability on a Minix USENET
discussion group in late summer 1991. By January of 1992, over 100 users / hackers
had downloaded Linux and - more importantly - were regularly contributing / updating the
source code with new fixes, device divers, etc.

In contrast to the FSF/AGNU work, which provided developers an open source abstraction
above the underlying, commercial UNIX OS5 kemel, Limux's team was creating a
completely open source kemel. In time, more and more of the GNU user/shell work was
ported to Linux to round out the platform for hackers.

Forbes magazine's story on Linux has some excellen data on Linind's development
history hip:/Aww.forbes.comAorbes/88/0810/620009451.m:

Date Users Version Size (LOC)
1981 1 0.01 10k

1882 1000 0.96 40k

1983 20.000 0.89 100k

1994 100,000 1.0 170k

1985 500,000 1.2 250k

1906 1.5M 20 400k

1997 3.5M 21 800k

1998 7.5M 2.1.110 1.5M

The LOC coumt appears to be indusive of all Linux ports including x88, PPC, SPARC, etc.
Limux 1.0 - March 1994

Linps 1.0 was the first major release and lad to the creation of “distiibutions.” Prior to 1.0,
linux existed as a piecemeal kermnel with ne centralized place to get a full working OS.

Major Features:

Virtual Memory Management / memory Mapping / Buffer cache

Job Control

Device support for popuiar Network Cards, Hard Drives, CDROMS, etc
Named Pipes, IPC

Original EXTFS support instead of Minixfs

Preemptive multtasking

*« & & o & B

MS-CC-MDL 000000601735
HIGHLY CONFIDENTIAL




LINUX OPERAT 3 SYSTEM — 08/07/03; 6:52 PM
Management Structure

After the release of version 1.0. The Linux developer community adopted a management
structure to control what is added 1o the kemel with even numhbered releases as stable,
production release branches and odd numbered versions were “developer” branches.

While major areas of the kemel have “owners” which maintain thelr areas, Linus remains
the final say on whal does and does not go into the kernel. In large part, this structure
remains in place.

It is important to distinguish that this management structure only controls the actual kemel
and does not include supporting areas like the GUI, system utilities and servers, and
system libraries.

Since 1.0, the following 1.x branches existed:
11385
1.26/05
1.3 6/96

Version 1.3 evolved to become version 2.0
Linux 2.0 - June 1996

Linux v2.0 was the firsl major release could effectively compete as a UNLX distribution.
The kermel, sysiem libraries, the GNU Unix tool, X11, various open source server
applications such as BIND and sendmail, etc. were frozen and declared part of Linux 2.0,

Around the same time the GNU/FSF agreed, reluctantly, o make the Linux kemel the
official kemel of the GNU operating system’.

Some of the new base librares and tools:

Kemel modules 2.0.0 — Basic kernel module support

PPP daemon 2.2.0f - Dialup networking

Dynamic linker {id.so) 1.7.14 — Shared libranes

GNU CC 2.7.2 — C compiler, tools, and debugger

Binutils 2.6.0.14 — Support for various binary executable formats

Linux C Library Stable: 5.2.18,

Linux C++ Library 2.7.1.4

Termcap 2.0.8 — Console mode terminal drivers

Procps 1.01 — ProcFS fie system maps kemel objects to the filesystem
SysVink 2.64 - A system V/ boot system, SYSV compliant named pipes.
Net-tools 1.32-alpha- Basic Networking tocls such as telnet, finger, elc
¥bd 0.91 — Console mode keyboard/scrollback/ virtual screens support

*® ® & & & & & > & 9 0

Subsequent Versions

The current 2.0.x stable version is 2.0.34, which was released in May 1998. Prior to this,
2.0.33 was released in Dec 1887. The cumrent development branch is 2.1.108 (as of July

14, 1998).

‘mmw,mmmmmuﬁwnnwnthmmm
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Process Slowdown

With the growth of the kemel, Linux's release frequency has slowed measurably. There is
growing frustration about when 2.2, the next “siahle release” version wi# ship. The sheer
size of the codebase has begun to ovemun the resources of Linus. There is a bacikdog of
patches to be merged and often, Linus Is becoming the choke point.

The cument release tree, 2.0x has ilerated 34 versions in 2 years. The development
branch, 2.1.x, which will eventually become 2.2 has been going on since 9/88 spanning
108 versions and no ship date in sight.

Even though the feature freeze is declaned, major changes continue to get integrated into
the kemel. Most mernges seem to be due to fundamental bug fixes and or cross platform
issues.

Ovganization

An analysls 7 description of the OSS development organization and process is in a second
memo tiled “Open Source Software.” This section describes atiributes of OSS that are

unique to Linwc

Wired Magazine ran a recent story cheonicing the history of Linux “The Greatest OS that
(Nyever was® hitp:/Awww. wired.com/wired/5.08Amux html.

The growth of the development fearm mirrored the organic, not to say chaolic,
development of Linux iiself, Linus began choosing and relying on what early Lintix
hacker Michael K. Johnson calls "a few trusfed leutenants, from whom he will fake
farger patches and irust those patches. The Seuls more or fess own refatively large
pieces of the kernel.™

As with other OSE projects, the General Public License ("CopyLeft”) and it's relatives are
considered instrumental towards creating the dynamic behavior around the Linux
codebase:

In a sense, GPL provided a written constitution for the new ondine tribe of Linux
haclers. The ficense said i was OK fo build on, or incorporate wholesale, other
people’s code - just as Linux did - and even to make money doing so (hackers have fo
eal, after alf). But you coukdn? ransgress the hacker’s fundamental law of software:
source code must be freely avallable for further hacking

Linux Technical Analysis & OS Structure

Anatomy of a Distribution
“Linux” is technically just a kemel, not the entire supporting OS. In order to create a

usable product, Linux "distributions” are creaied which bundie the kemed, drivers, apps
and many other components necessary for the full UNDYGUI experience.
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These subsystems are typically developed in an OSS manner as well and several of them
- e.g. the Xfree88 GUI — have a codebase size/complexity that exceeds the Linux kemel.

These extemal components come frorn many sources and are individually hand picked by
the distribution vendor for a particular product. A frequent source of controversy stems
from distribution vendors bundling non-GPL code with the Linux kemel and mass
distributing them.

A partial list of components is in the following table:

Component Codebase / Name ProvideriMantainen(s)
Kemel Basic OS, Networking Stack Linux
(httpc/Awww.kemel.om)
File System(s) Msdos, ext2is Linux Kemed
Sys Libs Glibe, LibSc GNU /FSF
Drivers Linux, individual
Contributors
User Tools Gnu user tools GNUFSF
System LISA Caldera
Installation
App Install RedHat Package Manager RedHat
Management
Development GNU Development tools GNUFSFE
Tools GCC
Web Server APACHE The Apache Group
http-/Mww.apache.ory/
Mai Server SendMail hitp/Awww.sendmail.ol
DNS Server BIND :/Awww.bind.o
SMB Server SANMBA hitp/Awww.samba.org
X Server XifreeB6 / MetroX Xfree86 project /
MetraX commercial
Window Manager | FVWAWM GPL
Widgets Matif X Consortium
Deskiop Tools X Contrib X Consortium
KDE hitp://ww.kde.org
Gnome Jhww. 2.0
Management RPM Package Installed RedHat (free)
Roll own disbibution speciic Debian / Slackware

Descriptions of some of the lamer components are below:
Kemel - GPL

The kemael is the core part of Linux that is expressly managed by Linus and his lieutenants
and is protected via the GPL.

Functions contained in the Linux Keme! include:

« Core OS Features (scheduling, memory management, threads, Hardware
Abstraction, eic)

« Network Stack

e File systemn
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Extensive ondine documentation of the Linux kemet architecture and componénts can be
found on: hiip/fsunstie unc.eduinux/l DPAlitichiml. Note that video drivers exist outside
the kemel —the kemel only has rudimentary text display support 10 a console.

Drivors - GPL

An assortment of modules for standard functions and devices are typically par of the
keme! distibution. In addition, a selection of non-standard modules is often included.
Mostly GPL, however in some cases, NDAs with hardware manufacturers are required fo
get specs 1o make a diver, in which case they are not opan source.

Linux device drivers are typically developed by users for specific devices on their
machines. This incremental, plecemeal process has created a very large pool of device

crivers for Linux (as of 7/1/08);
¢ \Video: hifp/fsunsite.unc.edwl DPHOWTO/Mardware-HOWTO-6.itml — close to
400 drivers available
+ Network: Jisunsite unc.edul DP. O-11.htmi — ~76
network cards supponed
¢ PCMCIA Jfsunsite.unc.edwlDP ardware-HOWTO-28.himl — ~160
supported cards.
NatBro points out:

An important attribute to note which has led to volume drivers is the sase with which
you can write drivers for inux, and the relatively powerful debugging infrastructure that
linux has. Finding and instaling the DDK, and trying to hook up the kemel debugger
and do any sort of interaction with user-mode without tearing the NT system to bils is
much more challenging than writing the simple device-drivers for linux. Any idiot could
write a driver in 2 days with a book like "Linux Device Drivers” — there is no such
thing as a 2-day device-driver for NT
Recently, a smal number of hardware vendors have begun to provide Linux drivers for
their NICs (3Com) and SCSI adapters {Adaptec). These drivers are believed to be
protected by the Library-GPL and are consequently not open source {the Library-GPL is
described later). It remains to be seen whether this will create the momentum to develop
more commercial drivers for Linux.

System Libravies 8 Apps - GNU GPL
System libraries provide:
¢ Basic POSIX api's for system services
= Basic APl's to support commandiine / shell utilities.
The system libraries in a Linux distribution are NOT managed by Linus. As such, there

has been a small amount of versioning / forking in this area with two dominant lbraries —
glibc and lib5c which introduce minor incompatitiliies between different apps.
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User Tools (GPL, GNU F5F)

These are basic UNIX command line tools and shell environments.  Many shell
environments exist although all are supported by the FSF.

Also included in this category are "old standby™ apps such as finger, teinel, eic.

Development Tools (GPL)

A hallmark of the UNIX operating system is the free availability of developrment tooks /
compilers. The GCC and PERL language compilers are often provided for free with all
versions of Linux and are available for other UNIXes as well.

These tools anre the “old standbys™ of the UNIX development workd and are widely used
across all Unix platforms.  This mass commoditization of development/debug tools is a key
contributor to the common skillset efficiencies realized by the Limux process.

By the standards of the novice / intermediale developer accustomed to VB/A/SAICA,
these tools are incredibly primitive:.

GUI/ Uil

X Server

The X Server standard is owned by MIT under contract by the X Consortium. X
Consortium’s licensing practices are viewed as {oo restrictive by the OSS crowd S0 a
series of public X indiatives were launched with Xfree86 being the dominant distribution.

Interestingly, the Xfree86 development ieam licenses their code under the BSD iicense
because they oconsider GPL too reshictive: hitp/Awww.redhat.comflinux-
infoidreedt/developer.htmi.

Configuring the XFree86 system on Linux can be a very difficult, time consuming process.
Limp¢ has no hardware abstraction leyer for video services, and most video card
menufacturers do not provide Linux OS video drivers. Thus, XFree86 provides intemal
support for a wide variety of video cards and chipseis. Comectly configuing XFreed6
requires the user to know the manufacturer, model, and chipset for their video card. In
meny cases, the user must know or cakeulate the video timings as well.

Widgets & Deskiops

There are multiple widget sets which exist in many appiications, so all X appiications do
not look the same or aci the same ways ke in Windows. Motif is considered the defacto
Unix widget set, but since it is not freely distributable, it is contrary to the Linux model.

Consequently, Linux distributions usually choose one of several similar, but not completely
compatible Widget sets.
«  Motif
LessTi
Xaw3d (3d athena widgets that look like motif)
#])
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Obwiously, this mess has spawned several efforts 1o unify the “desktop” as wel as the
widget sets. In typical Linux fashion, there are several competing efforts:
Gnomeftotally new

KDE

FreeQT/KDE

CDE/commercial

Commercial Linux 0S

Binary Compatibility
Server
Almost all of the system componenis necessary to run server applications are part of ihe
core distribution maintained by Linus. Consequently, for a given hardware type, almost all
Linux server application binaries will natively run. Across hardware types (e.g. x86 vs.
PPC), generally only a recompile of the application is necassary.
There is essentially 100% source code compaiibility for system appiication code.
Solaris / SCO xB8 Compatibliity
Via compatibility libraries, Linux on x88 is able to natively execute most SCO UNIX and
Solans x86 binaries. Cracle on SCO is widely dted as an example (although Oracle does

not “officially” support SCO binaries on top of Linux — also Orade has recently announced
development of a native Linux version of Oracle 8 to ship in March 1999)

Client

Ciient distributions, however, are a different story stemming most directly from the current
‘mess” in X-windows / GUI systems for Linux.

Binary compatibiity issues generally stem from differences in non-kemel code that's
required to tum the kemel into a full OS.

Binary incompatibility: Netscape Commumicator
Cne example of this incompatibliity is Netscape Communicator for Linux. The released
versions of Netscape Communicator for Linw are built based on libe5, instead of the
newer glibc which Caklera supports. RedHat, however ships glibc insiead of libe5
requiring users install libc5 as wefl as glibc.

RodHat
hitp:/Awwaw.redhat.com
RedHat Corporation was founded in 1995 by a pair of Linux developers/enthusiasts with
the intent of creating & commercially supported, “cleaned-up” Linux distribution.
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The company currently has ~35 employees. Financials and some run-rate information is
avaliable in an interview with their CEO In infoworid (hitp:/Awww.infoworid.comJogi-

birvdisplayArchive.pi?/68/23/603-23.102.htrm):

Bob Young, president of Red Hat expects the 3-year okd company to eam revenues of
$10 million this year and fo ship about 400,000 copies of Linux, ranging from $50 to
near $1,000 for a supporied version.

Commercially-Developed Extensions

Perhaps the most interasting aspect of Red Hat's business model is their extremely active
and continuing contributions to the Linux community. Several prior initiatives spearheaded
by RedHat have been released as OSS for modification. In mast cases, these code
releases wene simple fixes or addiional drivers.

Redhat actively employs several key Linux developers and pays them to hack Linux
fultime. Some of the components which have been “donated” back to the Linux effort
include:

s RedHat Package Manager — RPM is Linux component which provides application
install / maintenance faciliies for Linux similar to the Application Manifest being
developed by Microsoft.

s Pluggable-Authentication Manager — PAM Is similar to the NT SSPI/ SAM system
and atlows for componentized plug-ins to handle the authentication function (RedHat
provides an LDAP plugin). PAM was originally available on Sun systems.

One of the larmger “grants® however has been the now universal "Redhat Package
Manager” or RPM which ships with almost all Linux distributions. RPM creates the
concept of an application manifest which simpifies the job of installing & remaving
applications on top of Linwc

Redhat’s cumrent development project is a new GUI for Linux call “Gnome”. Gnome is a
response 1o latent concerns with non-GPL versions of the X-windows user interface.

Product Features

COf the Commercial Linux Distributors, Redhat has the largest aray of SKU's. Atthe
highest end, Redhat bundies the following with their distributions of Linwc

Apache Web Server

Corel WordPerfect

DBMaker DBMS by Casemaker
Xfrea86 window server

Caldera is Ray Noorda's latest company with iis eye on the operating system
markeiplace. Caidera’s financials and sales are unpublished but it ks widely believed to
be the #2 commendial Linux vendor after RedHat.

Caldera bundies several components with their version of Linux indluding:

+ StarOffice 4.0 by Germany's Star Corp.
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Adabas SQL Server by Software AG
Netware client & Admin

Netscape fastirack server + communicator
XfreeB88 and MetraX X-window sysierns

Cther Linux distributions seem to be faling by the wayside of RedHat and Caldera. They
incude SlackWare, SuSe, and Debian to name a few. A comprehensive list of
distributions can be found on hitp:/fwww. knux.ong.

Commercial Linux ISV's

There are currently no major ISV's who derive a significant percentage of their sales from
the Linux platform. A somewhat complete list of the commercial apps available on Linux
can be found on: hitp:/www.uk.linux. ong/LxCommercial.ntml.

Reasons for this include:

» First-use Linux apps are free — most of the primary apps that people require when
they move lo Linux are akeady available for free.  This includes web servers, POP
clients, mail servers, text editors, elc.

» Linux market is still immature - the Linux market is still in its infancy and the current
state of Linux commercial software may change radically in the coming months

+ Current Linux users are wary of commercial products — you can scout any of
various Linux discussion and mailing lists and quickly run indo users admonishing
commercial software providers and trying to launch a jihad against category X via
open source software (at the time of this writing, Lotus Noles is a popular target)’

Library-GPL

Unlike the GPL (General Public License — described in depth in “Open Source Software”)
which forces all derivative works to be free, Linux software libraries have the more limited
“Library GPL" which allows applications which mereiy link to Linux to be considered non-
derivative.

The Library-GPL. removes a key impediment to commercial software vendors developing
products on top of Linux.

The Library-GPL is defined at hitp.//www.fsf.ora/copviefiigol.himl
Binary Unix Compatibility
Linux adheres to several UNIX standards most notably POSIX 1003.1c. When compiled

and running on it's various CPU platforms, Linux Is generally binary compatible (more so
on the server than on the desktop) with the primary commercial UNDXs including:

? An [BM official in describing IBM's hesitation to support Linux as. an app platiorm stated: “Linux does not run in
many corporations that actually buy product ™ Mtp-fwww techweb.comvseidinectink.cgi?CRN 199807 2750127
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Solaris/SunOS on SPARC
Solaris on xB5
SCO on x88

Digital UNIX on Alpha
SGI IRIX on MIPs

Microsolft

Microsoft's current involvement in Linux is limited to distribution of client code for strategic
services such as Netshow as well as helping SAG port DCOM to Linux. [E is cumently not
officialty supported on Linuc.

intel

Intel is directly involved in helping port Linux to Merced. Intel is also involved with the
GCC over Merced development efforts.

Netscape

In the press, Netscape is siled as the #1 commercial provider of software for Linux. Marc
Andreeson has been extensively quoted as saying that “Linux is a tier 1 platform for

Neiscape™.

Until recently, however, the only server product that Netscape explicitly sells for Linux is
their Fastirack server with other servers merey being licensed to the respective Linux
vendors for their own redistribution. On July 217, however, Netscape formally announced
intentions to port alt of their server application products to Linux starting with Mail and
Directory services.

All of Netscape's client products are available on the Linux platform,

Oracle

Orade recently announced (7/18/98) their support for Oracle 8 on top of Linux to be
shipped in March 1299,

Sum

Sun's involvernent in Linux is inconclusive. Early this year (1998), Sun joined the board of
Linux international which is one of many user groups represerting Linux.

At one level, Linux competes (quite favorably) against Sun's own Solaris x86 port.

At a secondary level, Sun may view Lintix as a strategic ally bfc i generally represents the
low-end of the sofiware market and could therefore amuably hurt Microsoft more than it
hurts Sun.

SoftwarsAG

SoftwareAG has ported it's ADARBAS database server fo Linux and is currently bundled
with Caldera’s distribution.
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Corel

Corel has ported their WordPesfect Sult to Limix and is curently offering it bundled with
several of RedHat's SKU'’s

Computer Associates

Recently announced intentions to port CA-dngres DB 1o Limx
hitp:/Ac10.dejanews.com/getdocxp?AN=370037681 &CONTEXT=000053220.849289093
&hitnum=0.

Market Share

Linux's exact market share Is very difficult to calculate because:

¢ The majosity of Lintx installations are downloaded from anonymous FTP sites —
NOT purchased. Consequenily, there ara no published sales figures to track.

s (Some) Commerdial Linux purchases can be used to install multiple machines

s Because Linux revs 50 often, there's a very high likeihood of double-counting
actuai installations vs, downloads/purchases

« There are no separate client & server distributions. Consequently, it's difficult to
compare Linux numbers wholesale to NTS / NTW numbers without accurate
usage data from the Linux community.

Below | include data / pointers from some of the more prominent aitempts 1o isolate the
number of Linux users.

The most comprehensive Linux market share survey was published by Red Hat in March
19968; http//www redhat comvredhatAinwanarket html

Using available data collected from other distributions, RedHat calculated a retail CD sell
rate of :

* 1996; 450,000
1997. 750,000

RedHat's estimate of the growth of the Linux installed user base (which indudes CD
purchases as weil as downloads as well as clent + server) is:

1993: 100k
1994: 500k
1995 1.5M
1998: 3.6M
1997: 7.6M

Other estimates put the Linux installed base from 5 Million (Ziff Davis), to 10 Million (Linux
advocates).
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Server
IDC's most recent “Server Operating Environments® report provides the following
breakdown of shipments in the Server OS spacs.
1986]  1967]growth

NTS units 805,200] 1,505,000] 86.91%

% 23.30 366
Netware units 993,000] 900,000 -9 37%

% 28.7
|Linux units s o

% 5.8 5.8
Solaris units 81,000 89.500| 22.84%
i{combined x86/SPARC) % 2.34389 24 _
SCO units 226,000( 288000 2743%
(combined OpenServer/Unixware] %0 6.5 7
Other units 1,150,537]1,079478] -6.18%

% 383 333
[Totals units 3,455,794]4,112,022] 18.99%

% 100 100
Using the 240K number shipped in 1987, IDC seems 1o be estimating ~750K {olal
installed Linux server systems. Compared 1o other market share studies, IDC’s may be
underestimating the actual new Linux server installations — | believe IDC may be counting
only top distributions in their survey.

Chent

Starting with Dataquest's market share figures published in June '98, | injected the
incremental Linux numbers denived from RedHat's market survey (showing 7.5M users at
the end of 1997).
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Deskiop OS
L 1996 1997[growth

Windows NT [units 2,207.70] 6,938.70] 214%
% 256%|  1.09%

Mac 0S units 3,867.00] 2,926.80 27%
% 463% 2.9%%

josn units 1,832.70] 1,053.00 43%
% 2.13%]__ 1.06%

UNIX Junits 702.9]  770.4] 10%
% 082%] 0.79%

Linux units
%

DOS units 2,506.70] 1,478.90 41%

l_ % 291%| 151%

Proprietary

and Others  |units 166.8 139.6 -16%
% 0.19%] 0.14%

Windows 3.1 [units 24,508.30] 8,066.80 -87%
% 2844%]|  8.25%

[Windows ©5 Junits 50,255.70] 76,446.60 52%
% 58.32%| 78.15%

Fotals units 86,167.80| 97,821.00 14%
% 100 100'

Distributor Market Share

1996 1997

[Red Hat [units 800,000[ 1,000,000
% 51.9% 54.4%

Caldera units 85,000 123,000
% 55% 6.7%

\Workgroup units 50,000 75,000
% 3.2% 4.1%

Walnut Creek  |units 35,0001 40,000
% _2.3% 2.2%

Others units 570,000| 600,000
L % 37.0% 32.6%
Total unils 1,540,000/ 1,838,000
% 100.0%] 100.0%

Linux Qualitative Assessment
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IDC provides information on the relative market share of the Linux distributors:

| purchased and instailed a copy of Caldera’s OpenLinux v1.2 standard ed#fion. | installed
it on an old P5-100 / 32MB RAM machine in my office that used 1o run NT4. Knowing
that device driver support on Linux was well below NT's, | intentionally chose a machine
and peripherals that represented the 80% of the instalied base (e.g. 3c509 NIC, Adaptec
SCSl controller, efc.)
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inatallation

Caldera provided an auto-run CD which iaunched directly into their setup program —
*LISA". Lisa prompted me for:

e Language selection (aninteresting future research project would be to truly
understand the depth of localization support provided by Linux.)
Keyboard selection
IDE hard diive & CD ROM device detection.

Although the dialogs could use a ot of work (e.g. many questions were phrased as
double-negatives — “Should setup disable plug & play device detection (yes/no)”), up to
this point 1 was asked no questions that a power user coukdn't comectly answer.

A second round of device detection impressively auto-discovered my:

» Adaptec SCSI adapter
¢ Plextor CD-ROM drive

+ Seagate Hard Drive

« 3Com 3c508 Ethemel adapter

| selected default device settings for sach hardware option, selected “typical” install
options and then LISA started copying.

This phase of the instali/setup process was finished in 30 minutes (most of that time
copying) and with a total of ~15 cialog boxes.

As mentioned eartier, one of the quirks of UNIX / Linux relative to NT is that video drivers
run in userspace and are not required for most system functionalty. Linux is Guite content
with Just a command prompt.

A second round of instaliation scripts was necessary to install the GUI.  The installer gave
me the option of choosing which video subsystem to install / configure and | chose the
Xfree86 server because It's an entirely open source system (the other option — MetroX —
was provided by Caldera and is believed to be the more stable codebase).

This part of setup definitely required knowledge of video systems even beyond many
power users. Not only did | have to know the name / make / model of my video card and
chipsets but | was presented with questions about their revision numbers, the scan rates
of my monitors, etc. After significant trial and error, | finally got my video system working
comectly.

The latest generation Xfree86 + CDE was slick and definitely represented among the best-
of-breed in UNIX GUI's. A SUN desktop user woukd be perfectly at home here. An
advanced Win32 GUI user would have & short leaming cycle to become productive.

Foliowing UNIX philosophy, however, mastery of the GUI was not enough to use the full

system. Simple procedures such as reading & file from a floppy disk required jumping into
a terminal window, logging in as administrator, and running an arcane *mount” command.

MICROSOFT CONFIDENTIAL - PAGE 17

MS-CC-MDL 000000601748
HIGHLY CONFIDENTIAL



LINUX OPERATING SYSTEM - 08/07/03; 6:52 PM

Networking

A very lllustrative case of how the Linux user community works was revealed by my
experiences with the networking subsystem.

Caldera’s Opentinux installer only provided the client daemon o handle the BootP
protocol (as opposed fo DHCP) and for some reasons, it didn't install cormectly. | looked
around on the CD that Caldera provided for a DHCP daemon and couldn't find one.

A small number of web sites and FAQs later, | found an FTP site with a Linux DHCP
client. The DHCP client was developed by an engineer employed by Fore Systems (as
evidenced by his email address; | believe, however, that t was developed in his own free
time). A second set of documentation/manuals was written for the DHCP client by a
hacker in Hungary which provided relatively simple instructions on how to installload the
client.

| downloaded & uncompressed the cient and typed two simple comimands:
— compiles the client binaries
Make install —installed the binarles as a Linux Daemnon

Typing "DHCPCD"™ {for DHCP Client Daemeon) on the command line triggered the DHCP
discovery process and voila, | had IP networking running.

DHCP as an axample of Limix process

Since | had just downloaded the DHCP client code, on am impuise | played around a bit.
Although the dient wasn't as exdensible as the DHCP dient we are shipping in NTS (for
example, it won't query for arbilrary options & store results), it was obvious how | could
write the additional code to implement this functionality. The full chient consisted of about
2600 lines of code®.

One example of esgteric, extended functionality that was clearty patched in by a third party
was a set of routines to that would pad the DHCP request with host-speciifc strings
required by Cable Modem / ADSL sites.

A few other steps were required to configure the DHCP client to auto-start and auto-
configure my Ethemet interface on boot but these were documented in the client code and
in the DHCP docurnentation from the Hungarian developer.

Key takeaways here;

s  Contrary to popular belief, even though this was open source, | never had to touch the
‘C’ code 1o get the core functionality working.

» The author of the driver and the author of the documentation were two geographicaily
separated individuals.

? By cordrast, the NTS DHCP chent conaists of 20,000 LOC, RameshV from the NTS teatn pointed out some of
the incremental functions in our DHCP clent: nciuding thread-satety, AP|'s, suto-net support, suspendiresume
PNP support, multiple interface support, additional arrer checldng funclionalty + messages. Notice that these
features aren't DHCF features per se but rather, integrative/ecenario-driven functionality.
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» The GPL + incremental improvements process had already been at work as
avidanced by the Cable ModenvADSL extensions.

s Mostimportantly: a process that NatBro pointed out in the OSS paper — “a modesily
skilled UNIX programmer can grow into doing great things with Linw. 'm a poorly
skilled UNEX programmer but it was immediately obvious 1o me how to incrementally
extend the DHCP dlient code (the feeling was exhilarating and addictive).

Additionally, due directly to GPL + having the full development environment in front of
me, | was in a position where | could write up my changes and email them out within a
couple of hours (in contrast to how things ke this would get done in NT). Engaging in
that process would have prepared me for a larger, more ambitious Linux project in the
future.,

Caldera bundied StarOffice from Star Corp in Germany. The Office team is quite familiar
with StarCffice as a “second-string” contender in the suite category after Corel (which is
bundled with Red Hat) and Lotus.

StarQffice was almost entirely an Office 97 clone from a Ul perspective. The menus,
buttons, placement, etc. were all generally identical.  In many cases, large areas of
functionality in the menu bar were missing (e.g. Macros). Other stereotypical Officed7
features (2.g. red squiggles under misspelled words) were correctly replicated.

As a test, | tried importing a somewhat simple PowerPoint document into SlarOffice from a
floppy disk. This required jumping into an x-terminal and mounting a new floppy disk into
the Linux file system namespace and pointing out o Linux that it was FAT16 formatted.
From there, | launched StarCffice’s PowerPoint done and pointed it at the namespace for
the floppy and uploaded the file.

Simple slides (such as pure text + bullet points) imported neardy 100% corredtly (although
fonts and sizing were changed). Complex sides (using PowerPoint's line art, etc.) were
aimost always totally trashed.

Percelived Performance

Caldera also bundles Netscape’s Navigator browser. The browsers Ul, of course,
perfectly matches Netscape's Ul on win32 platforms.

| didnt have the time to run true performance tests, but my anecdotal / percieved
performance was impressive. | previously had IE4NT4 on the same box and by
comparison the combination of Linux / Navigator ran al least 30-40% faster when
rendering simple HTML + graphics.

Testing end user applications on top of Linux will be an interesting performance test in the
future.

On a negalive nole, after | had instantisted 3 inslances of Navigator on the box,

performance came to an akmost complete slandstill, the mouse become unresponsive,
none of the keyboard cornmand sequences worked and | had to reboot the bax.
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Conclusions
Skilled users with modest developer backgrounds are probably delighted 10 use Linux due
to the endless customizability afforded by Open Source. The simplicky and consistency

of the process to modify the system presents a very low leaming curve towards “joining”
the Linux process.

Long tern, my simple experiments do indicate that Linux has a chance at the desktop
market but only after massive investments in ease of use and configuration. The average
deskiop user is unfamiiar with ‘make”.

Linux Competitive Issues

Overgll Satisfaction

Wi FORY Tl i Moo Bt vy gt a0 T 0 At Wi o s
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Consumers Love It

A December 1997 survey of Fortune 1000 IT shops by Datapro asked IT managers to rate
their server OS's on the basis of. TCO, interoperability, Price, Manageability, Plexdbility,
Availabiiity, Java Suppoit, Funclionality, and Performance. RedMal provides summary
info at: htip-//www.redhat.com/redhat/datapro.himi.

When overall satisfaction with the OS's was caloulsted, Linux came ot in first place.
Linux was rated #1 in 7 of 9 categories in the DataPro study losing only on: funclionality
breadth, and performance (where it placed #2 afler DEC)"

* George Spix poinks out that this survey in many cases quotss a self-aslected audience. They “must have
aiready bean lovers fo buy it... all hobbyists like thek Tigs”.
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Limnc vs. NT

Windows NT is target #1 for the Linux comwmunity. To characterize their animosity
fowards NT (or, for that matter, anything Microsoff) as religious wouki be an
understatement’. Linux's (real and perceived) virtues over Windows NT inciude:

+ Customization — The endless customizablity of Linux for specific tasks — ranging
from GFLOP clustered workstations to 500 RAM installations to dedicated, in-the-
closet 486-based DNS servers — makes Linux a very natural cholce for ‘isclated,
single-task” servers such as DNS, Fie, Mall, Web, etc. Sirict application and OS
componentization coupled with readily exposed intemats make Linux ideal.

The threat here is even more pronounced as over time, the number of servers (and
consequently dedication to specific tasks) will increase. Customers erjoy the simpier
debugging and fauk isolation of individual servers vs a monolithic server runing
multiple services.

+ Availability/Reliability — There are hundreds of storles on the web of Linux
installations that have been in continuous production for over a year. Stability more
than almost any other feature is the #1 goal of the Linux development community (and
the #1 cited weakness of Windows)

+ Scaleabiity/Parformance — Linux 15 considered faster than NT in networking, and
processes.  In particular, as a server, Linwds modular architecture allows the
administrator to tum off graphics, and other non-relaled subsystems for exireme
performance in a parlicular service

+ Inferoperability — Every open protocol on the planet (and many of the closed ones)
have been ported to Linwe.  In a Windows environment, work from the SAMBA ieam
enables Linux 1o look fike an NT Domain Controlier / File Server,

Recently, the NT performance team ran their NetBench fle/print test against a recent
Linux distribution. Results indicate that akhough NT slightly outperforms Linto, Linwd's
performance is still quite accepiable and competitive considering the years of funing that
has been applied to the NT SMB stack.

5LnnTorvaldaMisndqtlaaarsﬁunasmnydhemmmdwmuthumged
comments in an interview he gave for Boot magazine:

http:#www.bootnet. comiyouaskedfortdip_linuoc_manifesto.htmi.
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Throughput vs Number of Clients

Throughput

Number of Clients
—8— 1P Limx 2034 —Ji—upnts13818p3
Deliprecisopn 410 dell410 2 3com905

Linwox vs. Java

Linux developers are generally wary of Sun’s Java. Most of the skepticism towards Java
stems directly from Sun's tight control over the language — and lack of OSS.

The Linux community has been asking Sun 10 treat the Linux platform as a tier-1 Java
platform almost since the dawn of the language. However, Sun does NOT support the
JDK for Linux.

Interestingly, in onder to develop the Linux JOK, several Linux developers signed NDA's to

develop the port (Mip/www.blackdown.ofg). These pressures have also spawned
several 0SS VM clones including hitp://www.kaffe.org.

While Linus would like to see an officially supported Java Development Kit from Sun,
he is still not impressed with Java and would prefer to stay out of the Micrasoft/Sun
clash over Java purity;
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Linunx vs. Sun0S5/Solaris

The Linux community has ambivalent feelings towards Sun. On the one hand, as the
mast vocal critic of Microsoft, Sun is praised. On the other hand, as the most visible
yardstick in the UNIX world, beating Solaris / SunQOs is a favorite past-time of Linux
hackers,

Using the Lmbench OS benchmark, Uinux outperforms SunOS not only on x86 but,
impressively, on Sun Hamware as well in networking, process / context switch times, disk
110, etc.

Some (not very scientific or comprehensive) OS performance statistics can be found on:
hitp/iwww.caip.iutgers.edur~davenvsconeboard.html.

In generating these performance resuils, the great number of eyes (and consequenily
large amount of hand tuning / optimizing of critical code paths) is most frequently cited.

A general architectural comparison citing the performance benefits of Linux over SunQOS
can be found on: JANWW.N LA igueliuselin reLimupe htrml

Sun has recently announced (8/10) the free licensing of Solaris binaries for non-

commercial institudions (hitp/Amww sun.com/edu/solansindex.hitml). Presumably this is
tue to competitive pressures from Linux.

Linux on the Server

The vast majority of Linuds instalied, production base is projecied to be in servers.
Reasons why Linuxis strong in this market include:

» Unix heritage - the server market, especially at the high-end, is already familiar
& comfortable with UNLX, Intemet-based freeware, etc.

« Professional users ~ high end server administrators are often developers/power
users themseives and are therefore comfortabie with recompiling apps, eic.

s "Generic” services — these are services defined via open, lowest-common-
denaminator protocols such as DNS, SMTP, etc. Functional differentiation is
lower in the server market than it is in the client market. There is a lower bar for
exparimentation with servers since it disrupts downstream client activity very little.

+ Dedicated Functionality — because servers are typically tasked with a single

function (e.9. mail, fle/print, database, etc.), the level of required imtegration with
other senvices and devices in the organization is much lower.

Network infrastructure

Limex is often used to provide commodity, low horsepower, high reliability network
infrastructure services. For example:

« DNS
s DHCP
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+ Print Sarvers
+ File Servers

ISP Adoption
One of Limod's core user bases is ISP shops. Some of the reasons for this include:

s Cost - ISP's iive on honibly tiny margins. Linux's free price + wide hardware support
is consequently very attractive.

s Maintainability - If something breaks, il needs to be fixed immediately. in larger
ISPs, the fechnical expertise to debug code breaks or at least install quickly available
patches is plentifil. Remote manageability in particularis a key afiibute.

+ Reliability — perception that non-Linux OS’s aren't reliable or scalable enough @in
particular Windows NT)

s UNIX background - ISPs are traditionally Unix havens. ISP sys admins are very
well versed In arcane UNIX command ne admin, remote administration, etc. In a

group that's very predisposed towards UNIX's strengths, Linux represents a best-of-
breed UNIX.

Thin Servers
Linux is emerging as a key operating systern in the nascent thin server market

e Source code avallability - Freely avallable source code provides for easy
customization of the OS

« Commodity protocols — Thin servers speak very simple, non-extensible, commodity
protocols to dients such as HTTP, SMTP, and SMB.

» Modularity & Small size - Because the OS was designed in a very non-integrated,
componentized manner from the outset, i's very easy to build boxes that don't have a
monitor, keyboard, etc.

+ Cost- Obviously, mamins are very iow in embedded devices & a free OS heips

o Code Maintenance — Because the Linux source is constanlly being upgraded,
embedded developers are reassured that new changes / fixes can be snapped back
to their systems at any time.

« Tool Availability —Unix tools are far more powerful than the current crop of
embedded development tools.

One of the most prominent thin-server on the market based on Linux today is the Cobalt

Microserver (htip//www.cobalimicro.com).  Other thin server vendors (most notably
Whistle Interjet) are using FreeBSD derived producis.
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Case Study: Cisco Systems, Inc.

IDC published a study of 3 corporate IS departments which had significantly deployed
Linux. Cisco has several hundred Linux servers deployed through their organization
sarving the following functions:

NFS/SMB server

Print Server (LPD & SMB)

Small office productivity {(Applibd/Nare office sufte, Netscape Navigator)
WWWWY Server & Proxy

Software development

Linux on the Clleat

Due to it's UNIX heritage and Hacker OS background, Linux is a weak client-deskiop OS.
Addiionalty, the OSS paper points out why, in a broad sense, OSS is much more of a
server threat than a desktop threat.

There are, however, several inliatives aliempling to push Linux as a vieble deskiop
repiacement’. Each of the various Desktop environments (GNOME, KDE, CDE) come
bundied with basic productivity applications and there are 2 full fledged office suite
products (from Corel and StarOffice) which provide varying degrees of file format
compatibllity with Microsoft Office.

App / GUI Chaos

Unlike the Kemel — where Linus Tarvalds maintains the core source tree, the Linux GUI
has NOT been singulaily managed and consequently has a highly forked tree.

Linw¢ does not have a consistent Ul look and feel due to the variety of widget sets (a
widget is analogous to an OCX or VBX) such as Molif, LessTiff, MIT Athena, Sun
OpenLook, etc. Because widgets represent central Ul concepts (such as a close button,
dropdown menu, dialog box, etc.), users get different look-and-feels and often different
usage semantics.

In addition to Widgets, the “desktop” or "shell’ has also forked. Primary players in the shell
arena include:

« Common Desktop Environment (CDE) — a colaboration between major
commercial Unix manufacturers. CDE, however, Is not GPL'd and has thus resulted
in multiple Linux groups creating CDE replacements. CDE is available on Linux.

« K Desktop Envirecnment (KDE) - a “free” CDE clone. KDE replaces ali functionality
in CDE but does not provide a widget set. (in practice the widget sel is actuaily

¥ Linus Torvalds states that his intent has always been to target Linux at the desktop

(htipz/Awww heise. de/clfenglstvo8/16/032/): “Note that the reason | propagate Linux as a
deskiop operating system is because | think that's the more difficult market. | was

personally never very worried about Linux as a server platform - servers are "easy”
compared to deskiops, because in the end servers are faifly anonymous - you only see
ihe network behaviour of a server, while with a deskiop system it's much more of a
“complete immersion” environment, not just the network part”
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MORE lines of code than the desktop). Consequently, the KDE developers chose the
QT widget set which was maost libsrally licensed — but still not GPL'd — and compatible
with most other UNIX systems. This however, launched the final band of GPL
zoalots who created...

« Gnome - a radical new Ul iniliative based loosety on X-windows and incorporating
CORBA into the deskiop. While this is an ambitious task, and may be more
revolitionary than CDE is, s long from being complete and Is lacking in application
suppoit.

The lack of singular, customer-focused management has resulted in the unwilingness to
compromise between the different inkiatives and is evident of the management costs in
the Linux process.

Unix Developers

Linux as a client has found a home with UNIX developers. Many developers prefer to use
Linwx for their dev machines in order to write code for other UNIX platforms. The ease of
debugging on top of a platform where there is open source is often cited.

Non-PC Devices

Corel's NC devices were based on a Linux derived OS. These efforts, however, have
sinca been suspended (with the Corel developed application-evel code being retumed to
the OSS community)

Linux Forecasts & Futures

Current Initiatives / Liuot Futures

There are literally hundreds of small research projects attempling to improve various parts
of the Linux OS.

Some projects include:

e Linux 2.2 — High Avaiability features such as deeper RAID support (RAID 0, 1, 5
supported today), volume management, file system performance impravements;
asynchronous YO & completion ports; IpvB; . An excellent feature summary can be
found on: hitp/Awn.net/880730/a/2. 2chFinal.himl.

e Linux 3.0 — Linus forecasts that the next version of the Kemel will incorporale better
SMP scalability and begin 10 attack the clustering problem. Development is far from
starting so detalls / commitments are extrermely sketchy.

¢ Beowulf clustering — Beowulf is a shared-nothing cluster that runs today on Linu.
it requires specially deveioped applications which are able to spawn subprocesses on
remote hosts for computing. As such, it is not a real competior to WolfPack and
most of the magic in Beowulf in the applcations rather than syslem sefvices.
However, as a press-magnet, Beowulf clusters with appropriate software have been
demonstrated at supercomputer power (a 10GFLOP was recently ranked #315 on the
top 500 supercomputers list maintained by the NCSA).
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¢ DIPC - Distributed Imer-Process Controt Pack — provides standard IPC functons to
client apps {semaphores, shared memory, etc.) but is able to remote those functions
to network hosts.

¢« GNOME - Next generation Ui iniliative for Linux loosely based on X-windows
+CORBA . More info at hitp/mwww.gnome.org. Many of the key developers for
Gnome work for RedHat.

“Parity Growth”

The biggest future issue for Limx is what to do once they've reached parity with UNIX.
JmAll used the phrase “chasing tailights™ to captures the core issue: in the fog of the
market place, you ¢an move faster by being “number 2 gaining on number 1° than by
beng number 1.

Linkx has now reached parity / incrementally ahsad of other Unixes. Consequently, it will
ba much harder to achieve the big leaps the development team is accustomed to.

From Wired's piece on Linwc

This iwo-rack development process has made Linux probably more advanced and
yet more stable than any other version of Unix today. “Limix is now entering an era of
pure development instead of just calching up,” says Jacques Gélinas.

A second paper on “Open Source Software” goes into depth on the generic advantages of
the Open Source Process.

Unix Haritage & Fast Copying

Limux unabashedly steals ihe best ideas from the various UNIX flavors. This means free
R&D. Recently, Linux has begun fo copy NT-ish features such as transmitfile(, & hacked
form of IO Completion Ports, efc.

Established / high-visibility bazaar

Linux is the most often cited example of a “credible” open source project. By being the
largest OSS project today, it's the most sustainabie in the future.

Dominance In Education / Ressarch Markets

New ideas from academia + new computer scientists are being trained wholesale in the
Linwe OS. In paricular, Europe and Asia are very hooked on the Linux OS. Emai from

BartelB (Marketing Manager EJCU):

For higher education in paricular, Linux represents an altemative to the Commercial
demons of sofiware, (not a quantitative siatement but in talking with many C3
students who supply 60% of the labor for higher education IT departments, they have
express these feelings and ks a problem). They feel that once they commit to a
windows platform there creativity will be lost. Money is not there driving force, they
don't want to be *Borged".
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Weaknesses

The paper on "Open Source Software” provides general process weaknesses. Here, we'll
try to st only the weaknesses that are unique to Linue.

Unix Heritage

Linux's biggest advantage can also quickly become a disadvamape — particulary in
volume markets where ease of use is paramount. Some nascent efforts have been
taunched to make Linux friendlier but they are generally receiving relative apathy from the
dev community (hilp//www.seul.org).

Too Many Managers

In a typical Linux distribution, the maority of the code comes from sources outside of the
main Linux tree. This piecemeal approach will rake it especially hard to solve
architectural problems and launch new, cross-component initiatives.

Worst case scenanios

This section is pure speculation. What are some of the worst case scenarios for Linux to
hurt Microsoft?

Customer Adoption - it gets good enough

Using today's server requirements, Linux is a credible altemative to commercial developed
servers in many, high volume applications. The effect of this on our server revenue model
would be immense.

Our client-side revenue model is still strong however for a variety of reasons including
switching costs for the entire pool of win32 source code. Linux advocates, however, are
working on various emulators and function call impersonators to attack this cost.

This points back to an obvious solution — innovation in the core platform is an ongoing
requirement.

Channel Adoption

The “Open Source Software™ paper has a seclion on OSS business models.
Summarizing that seclion, there are 4 primary business models we have identified for
Open Source Software.

1. Secondary Services —~ The vendor / developer of OSS makes their money on service
coniracts, customer integralion, etc.

2. Loss Leader for Market Entry — The vendor / developer of OSS uses OSS’s
process advartages (in particular credibility) as a lever against estabiished
commercial vendors.

3. Commoditizing Downstream Suppliers — The vendor / developer of OSS is also
the producer of a product / service further in the value chain and doser to the
CONSumer.
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4. Standards Preemption — Because OSS process are argued to be winner-take-al), it
may sult the vendor / developer to seed the OSS market with their codebase 10 pre-
empt a competitive codebase from 1aking hold.

IBM Adopts Lisux?

IBM is most capable at capturing revenues from all 4 of the business models associated
with Linux.

1. Secondary Services — IBM is very strong in consulling, infegration, support, eic.
This is their fastest growing business today

2. Loss Leader - IBM's dientlow-end cperating system business is in shambles
(remember OS/27). Addifionally, IBM has stumbled on various NC/JavaOS systems
as well. By leveraging Linux's credibility (as well as applying IBM's development
resources toward improving ease of use?), IBM would hope to upset the status quo in
the volume QS space and hope 1o caplure revenue in the ensuing disruption.

3. Commoditizing Downstrean Suppliers — As a PC/Hardware OEM, IBM's margins
increase by commaoditizing a key cost item — the OS. In particular, the commoditized
& highly customizable qualities of the Linux OS actually provide greater differentiation
for hardware vendors.

4. Standards Preemption — The standard to pre-empt is anything Micrasolt - in
particutar new OS services that we integrate directly into future versions of NT.

IBM, despite their Apache announcements, seems unlikely to advocate this in the short

run. I'd imagine that religion within their various OS development efforts alone would
provide a significant amount of near term inertia_

Sun Adopts?
Sun’s rationale for adopting Linux would be less encompassing than IBM's.

1. Secondary Services —~ Sun is not very strong in consulting / integration revenue.
They do, however, make significant revneue in support and maintenance.

2. Loss Leader — Sun coukd market Linux as 8 low-end OS and iry 1o make money in
the LiNIX applications space above ii. Because Linux could potentially be a far larger
market than anything Sun is accustomed 1o, this would be a net positive for them.

3. Commoditizing Downstream Suppliers — Sun is also a hardware vendor (with
some excellent systerns). Sun would lose their curment OS revenue but the ability to
sell their hardware into a broader channel coukd be compediing.

Linux adoption, however, puts Sun at significant risk if their SPARC operations cannol
keap up with Intel's innovalion pace.

4. Standards Preemptlion — Beat Microsoft Standards
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PC DEW's

Cther worst case adoption scenarios are subsets of the Sun / IBM case and involve other
PC vendors such as Compaq and Dell.

Note, however, that Compaq and Dell merely have to credibly threaten Linux adoption in
order to push for lower OEM OS pricing.

Server 18Vs

One interesting spin on the "Commoditizing Downstream Supgpliers™ strategy could be
backward integration by server IS\'s. For ewample, Oracle could ship a version of
Parallel Server for Linux that includes the Linux OS within the distnbution.

This is basically a play on the thin-server concept. instead of infegrating multiple small
business functions on a single server, this attempts to disinlegrate the features of an
enlerprise CS into the minimal set necessary to run the specific server application. # plays
into the business models identified as foliows:

1. Secondary Services — Companies like Orade/SAP/Baan/elc. already make a large
percentage of their income from on-site consulting agreements

2. Loss Leader - treating the OS as a loss leader helps them concentrate revenues for
a particular hardware unit into their hands

3. Downstream commoditization — Oracle has no problem declaring the Server OS as
a kernel, memory manager, IP stack, and some disk.

4. Standands Preemption - beat Microsoft.

Next Steps & Microsoft Response

A lot more thought and work needs to go into formulating Microsoft's response to Linux
Some initial thoughts on how to compete with Linux in particular are contained below.
One “Hue sky” avenue that should be investigated is if there is any way to tumn Linux into
an opportunity for Microsoft.

A more generalized assessment of how 1o beat the Open Source Software process which
begat Linux is contained in the “Cpen Source Software™ document.

Beating Linux
Beat UNIX

The single biggest contributor to Linux's success is the general viability of the UNIX
market. Systematically attacking UNIX in general helps aftack Linux in particular. Some
Linux-targeted initiatives in this space (not a comprehensive kist) include:

* Improve Low-End “IAM" - Scaleability, Interoperability, Availabifty, and
Management (SIAM) are the most often cited reasons for using UNIX over NT in

mission ciitica, high-end applications.
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In today's Linux deployments however, scaleability is nol the driver as much as
Interop, Reliabiliity, and Headless Management.

¢ UNIX services for NT Add-on pack
Modularize / Embed Windows NT

Relative to other UND(s Linux is considered more cusfomizable.  Addrsssing this
functionality involves more than just the embedded Windows NT project.  Greater
componentatization & general dependency reduction within NT will improve not only it's
stability but also the ability of highly skilled users/admins 1o deploy task-specific NT
installations.

This requires:
» Wide availability of the Embedded NT tooikit

o Greater focus on ease-of-use in the tookkit

Beat commodity protocols / services

Linux's homebase is currently commaodity network and server infrastructure. By foiding
extended functionality into today's commodity services and create new protocols, we raise
the bar & change the rules of the game.

Some of the specifics mentioned in the OSS paper:

« DNS integration with Directory.  Leveraging the Direclory Service to add value to
DNS via dynamic updates, security, authentication

« HTTPDAV. DAV is complex and the protocol spec provides an infinite level of
implementation complendty for various applications (e.g. the design for Exchange over
DAV is good but certainly not the single abvious design). Apache will be hard
pressed to pick and choose the comect first areas of DAV to mplement.

« Structured storage. Changes the rules of the game in the file serving space (a key
Linux/Apache application). Create a compeliing cent-side advartage which can be
extended 1o the server as well (e.g. heterogenous join of client & server datastores).

e MSMQ for Distributed Applications. MSMQ is a great example of a disiribuied
technology where mast of the value is in the services and implementation and NOT in
the wire protocol.

Leverage ISV's for system improvements

A key bong termn advaniage that Linux will enjoy is the massive pool of developers willing to
improve areas of the core platform.  Microsoft will never be able to employ a similar
headcount.

A key mechanism to combat this is to make it easy (and provide incentives) for ISV's to

extend system components in NT for custom, vestical applications. One example here
coukd be Veritas' specialized file system drivers for NT.
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“WinTone”

Linux's modularity and customization alsc implies inconsisiencies in services available on
an arbitrary Linux installation. Microsoft can provide a bundle of services that are
universally available in all OS releases (cument initiatives indude WBEM-based
management) that generate network extemalilies when combined across many devices in
the netwark.

Put another way, the esdreme modularity of Linux devalues what a “Linux-logo'ed” app
means, By contrast, Window's menolithic nature gives an app deveioper more leeway in
terms of what AP!’s are callable.

Process Vulnerabilities

Where is Microsoft vulnerable 1o Linux? As siated earier, the primary threat resides on
the server vs. the dient.

Linux will “Cream Skim” the Boest NT Server Features

The Linux community is very willing to copy features from other OS’s if it will serve their
needs. Consequently, there is the very real long temm threat that as MS expends the
development dollars to create a bevy of new features in NT, Linux will simply chemy pick
the best features an incorporate them into their codebase.

The eftect of patents and copyright in combatting Linux remains to be investigated.
Limux is recroating the MS “2" release s a charm™ advantage - FASTER

Microsoft's market power doesnt stem from produds as much as i does from our iterative
process.  The first release of a Microsoft product often fairs poorly in the market and
primarily of generates fine granularity feedback from consumers.  Similady, Linux has
shown that they are capable of iterative cycles — but at an order of magnitude faster rate.
On the flip side, however, our incremental releases are arguably much larger whereas
many of Linux's incremental releases are tantamount to pure bug fixing.

Revision History
Date Revision | Commenis
8/03/98 095

8/10/98 097 Started revision labie
Added reference to SUN's non-commercial icense
Added Linus quote for desidop vs. server issues

8/11/1998 | 1.00 Added perf charts, published first release.

MS$S-CC-MDL 000000601763
HIGHLY CONFIDENTIAL




Throughpist vs Number of Clients

== 1P Line2034
Defipracisopn 410

Mumber of Clients

== upnta13818p3
deid10 2 Scomi0s

MS-CC-MDL 000000601764
HIGHLY CONFIDENTIAL




Throughput vs Number of Cllents :

Used 1-72-8 script toned down ta 16 clients,
Used two subnets

| User=4.8%
| system=13.2%
! idle = 822 %

/4
N4

Nuviber of Cliants i

eipee | P Lwn2034 —@=-upnis| 3313p3 :

Defiprecigcpn 410 ced1(} 2 Jcomss :
Page 2

MS—-CC-MDIL. 000000601765
HIGHLY CONFIDENTIAL




Pags 3

M8-CC-MDL 000000601766
HIGHLY CONFIDENTIAL




M8-CC-MDL 000000601767
HIGHLY CONFIDENTIAL

Page 4

m




Page 5

MS-CC-MDL 000000601768
HIGHLY CONFIDENRTIAL




Page 8

MS-CC-MDL 000000601769
HIGHLY CONFIDENTIAL




11 Pentium 1! 400z Linux Dell v6 Inkei 4wery Xeon H _
INC_ N1 N N3 Total : NTCPU [LXCPU [%diff
— —_ U [ S JE SR
NG lavD 90 92| -l 12]  54.55%)
NG J3COM 80 80 1201 35 20 57.14%
2NIC AMD & 88 17.1! 50 40|  50.00%

- CPU Util

RSO SU S

~—NT |
- Linux ——+—

20

%CPU Utilization
(&%)
o

-
o o

Total Bandwidth (Mb/s) _

I i I I ] 1 ) L

- 90 120 175

MS~-CC-MDL 000000601770
HIGHLY CONFIDENTIAL




Page 8

MS-CC-MDL 000000601771
HIGHLY CONFIDENTIAL




il Pertium({R) Step 5 Fastures b, 100 MHz, mc:On-Chip

Intel Pantium{R) Siep 5 Featunes 1bfh, 100 MHz, meOn-Chip
Intel PontiumiR} Siep 5 Features 1bfh, 100 MHz, mc:On-Chip
Indel Pontium{R]} Siep & Featursa b, 100 Mtz, mc:On-Chip
Intol PortiumiR) Siep & Feuturee tbih, 100 MHz, mc:On-Chip
intel Panthsn{R) Step & Festures 1, 100 MHz, mé:On-Clip
{ntel Pantium(R) Slep 5 Features 1bih, 100 MHz, me:On-Chip
Inted Penliumi(R) Step 5 Features 15, 100 MHz, mc.On-Chip
Intaé Peniium{F} Step 5 Featume 16, 100 MHz, mc:On-Chip
Iriet Panbiwn(R) Step § Fusturse 16, 100 MHz, mc:On-Chp
iriet Pentiam(R) Stap & Foetres 1o, 100 MHz, me:On-Chip

Irrinl Perrtian{R) Steyy & Foatures 1béh, 1mﬂ'h.mc:0_n-ﬂ'

MS-CC-MDL 000000601772
HIGHLY CONFIDENTIAL




ama
32M8
A2M8
328
38
2B
2B
A2MB
32MB
Z2MB
32M0
%

g

H

FREEBRERRRB:R:

Hadaddudddddddt

H 8 HHHEHEBHEBEHE

S H B HHEdHdHEBHHB

Page 10

MS-CC-MDL 000000601773
HIGHLY CONFIDENTIAL




